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Introduction

This guide describes installing Cisco Business Communications Solution Verified Designs
(BCS Verified Designs) using Cisco IP Communications (IPC) Express Quick Configuration Tool
(QCT).

QCT is a GUI application provided for Cisco partners and resellers. You can use QCT to configure all
Cisco CallManager Express (CME) supported platforms to enable the simple configuration of a basic
telephony system that is typically less than 50 IP phones. In addition, QCT recognizes any Advanced
Integrated Module (AIM) or network modules with Cisco Unity Express (CUE), thus providing
voice-mail and Auto Attendant (AA) capability to the Cisco CME system.

QCT generates a complete telephony configuration file, which can be automatically downloaded to the
Cisco router that support Cisco CME and Cisco CUE.

This guide also includes procedures for continuing the installation of Cisco BCS Verified Designs using
the Cisco command-line interface (CLI).

Finally, this guide includes a procedure for adding security to the voice network using Cisco Security
Device Manager.

This chapter contains the following sections:
e Documentation Organization, page 2
e Required Steps to Install Cisco BCS Verified Designs, page 3
e Prerequisites, page 3
e Related Documents, page 6

e What to Do Next, page 6

Installing Cisco Business Communications Solution Verified Designs g
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I Documentation Organization

Documentation Organization

This document includes the following sections:

Table 1 Document Organization

Title Description

Introduction High-level description of Cisco BCS Verified
Designs procedures and concepts. Includes
hardware and software prerequisites as well as
download prerequisites.

Installing Required Software Basic steps to download and install the software
required to install Cisco BCS Verified Designs.

Configuring Cisco Business Communications Step-by-step procedures for using Cisco IPC

Solution Verified Designs Express QCT to configure Cisco BCS Verified
Designs.

Continuing the Cisco BCS Verified Designs Step-by-step procedures for using the Command

Configuration Using CLI Line Interface (CLI) to create subinterfaces for
voice and data, configure DHCP IP addressing
pool for the data network, and configure separate
VLANS for data and voice.

Configuring Security on the Voice Network Step-by-step procedures for using Cisco Security
Device Manager to configure security on the
voice network.

Appendix A: Cisco CallManager Express Bundles |Special configurations for Cisco BCS Verified
Designs.

Appendix B: QCT Utilities Features that allow the uploading of previously
saved configuration files; an installation and
debug log; and serial port communications selec-
tion.

Appendix C: Cisco BCS Verified Designs A sample Cisco BCS Verified Designs configura-

Configuration Example tion.

Installing Cisco Business Communications Solution Verified Designs
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Required Steps to Install Cisco BCS Verified Designs

Required Steps to Install Cisco BCS Verified Designs

Step 1

Step 2

Step 3

Follow these required steps to install Cisco BCS Verified Designs.

Use Cisco IPC Express QCT to enter the system and phone parameter information listed on the Cisco
BCS Planning Worksheet. (Refer to Configuring Cisco Business Communications Solution Verified
Designs, page 17.)

Continue the Cisco BCS Verified Designs installation by creating subinterfaces for VLANs, a DHCP IP
addressing pool for the data network, and separate data and voice VLANSs using CLI. (Refer to
Continuing the Cisco BCS Verified Designs Configuration Using CLI, page 57.)

Add security to the voice network using Cisco Security Device Manager. (Refer to Configuring Security
on the Voice Network, page 71.)

Prerequisites

This section describes prerequisites for using QCT with Cisco BCS Verified Designs.

Required PC Setup

On some PCs, it might be necessary to change Internet options that prevent the appearance of pop-ups
and change a security setting to allow active content to run files on the PC.

If necessary, choose Internet Options under the Tools menu on your browser. Under Privacy, remove
any check in the Block Pop-ups check box. Under Advanced/Security, choose Allow Active Content to
Run Files on My Computer.

Cisco Business Communications Solution Verified Designs Planning

Worksheet

Use the Cisco Business Communications Solution Verified Designs Planning Worksheet to collect the
necessary information from network administrators before installing Cisco BCS Verified Designs.

Hardware Requirements

Cisco BCS Verified Designs deploy based on Cisco ISR platforms, which include both the Cisco 2800
and the Cisco 3800 product families.

Cisco routers are normally shipped with Cisco voice services hardware and other optional equipment
that you ordered already installed. To install any Cisco router or optional voice services hardware, see
“Related Documents” section on page 6.

Installing Cisco Business Communications Solution Verified Designs g
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I Prerequisites

Console Port Connection

Cisco IPC Express QCT requires the use of a console cable to connect the serial port on your PC to the
router’s console port. If you need assistance in connecting your PC to your router’s console port, see
your router’s installation and upgrade guide.

Hardware Configuration

Figure 1 shows a typical deployment of a Cisco BCS Verified Designs system with several Cisco IP
phones connected to it. The Cisco CME router is connected to the PSTN.

Figure 1 Cisco BCS Verified Designs System

Telephone Telephone
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p
2\
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Cisco CME router

This guide assumes the Cisco BCS Verified Designs IP network is installed and operational. Figure 2
shows a typical Cisco BCS Verified Designs hardware connection for the router and switch.

Installing Cisco Business Communications Solution Verified Designs
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Prerequisites W

Figure 2 Cisco BCS Verified Designs Hardware Configuration (Typical)
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Software Requirements

The Cisco router should be preloaded with the latest Cisco IOS, Cisco CME basic, and Cisco CME GUI
software versions. In the event that the appropriate software versions are not installed, you will be
required to download and extract the required software images and files.

Software Version

Cisco BCS Verified Designs was tested and installed using Cisco IOS Version 12.3(11)T6.

Cisco IPC Express Quick Configuration Tool

Download Cisco IPC Express QCT to your PC before installing Cisco BCS Verified Designs (refer to
Installing Cisco IPC Express QCT, page 7).

Cisco Security Device Manager

Download Cisco Security Device Manager (Cisco SDM) to your PC before installing Cisco BCS Verified
Designs (see Installing Cisco Security Device Manager, page 12). You must also download the Advanced
IP Services software for firewall configuration. Table 2 lists the required Advanced IP Services software
package for Cisco ISR router types.

Table 2 Cisco Advanced IP Services Software

Cisco ISR Router Type Advanced IP Services Software
Cisco 2801 S280UAISK9-12311T

Cisco 2811 through Cisco 2851 S28NUAISK9-12311T

Cisco 3825 S382UAISK9-12311T

Cisco 3845 S384UAISK9-12311T

Installing Cisco Business Communications Solution Verified Designs g
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I Related Documents

Related Documents

Table 3 provides useful links to help ensure that your routers, switches, network module and AIM cards,
IP phones, and cables are properly installed.

Table 3 Related Documents

Related Topic Document Title

Planning worksheet Cisco Business Communications Solution Verified Designs Planning
Worksheet

Installing AIM Voice or CUE modules Installing Advanced Integration Modules in Cisco 2600 Series,
Cisco 3600 Series, and Cisco 3700 Series Routers

Installing AIM AIM Installation Quick Start Guide

Installing internal modules Installing and Upgrading Internal Modules in Cisco 2800 Series
Routers

Cisco CME and Cisco CUE Cisco CallManager Express 3.2 System Administrator’s Guide

Cisco IOS Release 12.3(11)T software Cisco 10S Software Releases 12.3T

What to Do Next

You are now ready to download the required software to install Cisco BCS Verified Designs (see the
“Installing Required Software” chapter).

Installing Cisco Business Communications Solution Verified Designs
[ 6 | I
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Installing Required Software

This chapter describes procedures to download and install the required software for installing Cisco BCS
Verified Designs. Download all software to your PC before configuring Cisco BCS Verified Designs.

This chapter contains the following sections:
¢ Installing Cisco IPC Express QCT, page 7
¢ Installing Cisco Security Device Manager, page 12

e What to Do Next, page 15

Installing Cisco IPC Express QCT

Step 1

Perform the following steps to install Cisco IPC Express QCT on your PC.

Before installing Cisco IPC Express QCT, make sure that you are a member of the Administrators group
under Control Panel > User Account settings.

This installation procedure assumes the use of Windows XP. If you are using another Windows operating
system, your display may differ slightly.

Download the Cisco IPC Express QCT 1.5.7x.zip file from the following location:

http://www.cisco.com/cgi-bin/tablebuild.pl/cme-qct

N

Note  You must have a valid Cisco CCO account to download Cisco IPC Express QCT.

~

Note  Cisco IPC Express QCT is supported only under Windows Internet Explorer version 5.5 or
later.

Installing Cisco Business Communications Solution Verified Designs g
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I Installing Cisco IPC Express QCT

Step2  Unzip and extract the files into an existing folder on your PC.
Files will automatically install into your specified folder location, creating a number of subfolders (see
Figure 3):
Figure 3 Cisco IPC Express QCT Extracted Files
Mame Size | Tvpe Date Modified
[ MetCommocy File Folder Q42005 5:35 PM
C)5RC File Falder /42005 535 PM
|E|_]IPCE - QT FAG,doc S7KE  Microsoft Word Doc,,,  6/23/2005 11:03 AM
o 17KE  HTML Document 5/30/2005 6:15 P
Z QT _User_Guide. pdf 737 KB Adobe Acrobat Doc...  8/4/2005 12:59 PM
Step3  Open the Cisco IPC Express QCT subfolder NetCommOCX (see Figure 4).

QCT NetCommOCX Folder

Figure 4

& C:\Documents and Settingsirich\DesktopiQCT157
Edit

File View  Faworites  Tools  Help

eBack - @ hd L@ ;\J Search - Folders v

Address |23 CiDocuments and Settingsirich|\Desktop\QCT157

0 Mame
File and Folder Tasks %
Iﬂﬂ Rename this folder Qsre
- _ B1pcE - QCT FaQudoc
@ Maowe this Folder @QCT.htm

Copy this Folder

@ Publish this Folder ko
the Web

&4 share this Folder
() E-mail this Folder's Files
¥ Delete this Folder

Z QCT_User_Guide, pdf

Other Places

(B peskrop

My DocumEnts

d My Computer
RICH-\WP

lj Iy Metwork Places

Size

57 kB
17 KB
77 kB

Type Date Modified

File Foldar 9f13/2005 6:58 AM
File: Folder 9f13/2005 6:58 AM
Microsoft Word Doc.,.  &/23/2005 11:03 AM
HTML Document 8/30/2005 6:15 PM

Adobe Acrobat Doc,..

v|Go

Bf4/2005 12:59 PM

135861

BIX)
@

135943
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Step 4

Step 5

Installing Cisco IPC Express aCT

Click SETUP.EXE to install the necessary serial communications drivers (see Figure 5).

Figure 5

SETUPREXE folder

SETUP.ISS
T SETUR.FOF
SETUP.PKG
Flunstue.ExE

s, zip

Size
285 KB
]
1,628 KB
G KB
256 KB
1KE
24 KB
183 KB
45 KB
1KE
80 KB
LKB
1KB
1KE
24 KB
2Z2KB

Type

E¥_ File

Application

1 File

Application Extension
LIE File

1D File

WinZip File

WinZip File
Application
Configuration Settings
Internet Commuric. ..
155 File

Adobe Acrobat Doc,..
Pk File

application

WinZip File

Date Modified
323999912 AM
3)23/1999 9:12 AM
6/4/2002 9:59 AN
3/23/19999:12 AM
6/4/2002 .59 AM
6/4/2002 9:59 AM
6/4/2002 9158 AM
6142002 4:38 PM
323999912 AM
6/4/2002 9:59 AM
451999 11:26 AM
£/4]2002 9:59 AM
6/4/2002 .59 AM
6/4/2002 9:59 AM
3/23/19999:12 AM
2/1)2002 11:58 AM

The NetCommOCX Welcome banner appears (see Figure 6).

Figure 6

Welcome

NetCommOCX SETUREXE Welcome Banner

3

‘wielcome ta the METCommOCx Setup program.  This program

will ingtall HET CommiJ 5+ on your computer,

It iz gtrongly recommended that you exit all Windows programs
befare running this Setup program.

Click. Cancel to guit Setup and then cloze any programs wou have

running. Click Mest to continug with the Setup pragran.

Wi RMING: Thiz program iz protected by copuright law and

international treaties.

|dnauthorized reproduction or diztribution of thiz program, or any
partion af it, may result in zevere civil and criminal penalties, and
will be prozecuted to the masimum estent pozsible under lai.

| et = |

Cahicel

126968

Click Next.

13584
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Installing Cisco IPC Express QCT

Step 6

Step 7
Step 8

Enter your name and company name in the User Information dialog (see Figure 7).

Figure 7

Install User Information Dialog

User Information gl

Type your name below. You muzt also type the name of the
company pou work for,

Mame: |Your M ame

Company: |Eiscu:| Syztems, Inc.

Cahicel

< Back | et = |

Click Next.

135956

Accept the default directory location by clicking Next. Or click Browse to specify a new destination

directory on your PC (see Figure 8).
Figure 8 Install Choose Destination Location Dialog

Choose Destination Location gl

Setup will inztall METCamm0C in the following directary.
Ta install to thiz directory, click Nest.

Tainstall to a different directary, click Browse and select anather
directory.

You can choose not to install ME T CarmmD Cx by clicking Cancel
to exit Setup.

Desgtination Directary

C:h MHard & Software\WET CommO5

Browse...

< Back | et = |

Cahicel |

135840
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Step 9

Step 10

Step 11

Installing Cisco IPC Express aCT

Specify your program folder location by entering a new name in the Program Folders field or highlight
an existing folder in the Existing Folders scroll area (see Figure 9).

Figure 9 Install Select Program Folder Dialog

Select Program Folder,

Setup will add program iconz to the Program Folder listed belov,
YYou may type a new folder name, or select one from the exristing
Folders list. Click Mest to continue.

Program Folders:

METCarm

Enisting Folders:

Handheld Security A
|BM DLA, 0
IB Recardi awl
Interideo WinDWD
Javawieh Start
teeting Maker
ticrozoft Qffice

¢ Back | Mext > | Cancel |

3

135066

Click Next.

Setup is now ready to begin copying files (see Figure 10).

Figure 10  Start Copying Files Dialog

Start Copying Files

Setup has enough information to gtart copying the program files.
If you want to review or change any settings, click Back. 1f you
are satisfied with the settings, click Mext to begin copping files,

Current Settings:

Setup Type:
Complete

Target Folder
C:\Program FilegtHard & Software\MET CommOCx

Lzer Infarmation
Mame: our Mame
Company: Cisco Systems, Inc.

< Back | Mewt » | Cancel |

3

135600

Click Next.

Installing Cisco Business Communications Solution Verified Designs g
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I Installing Cisco Security Device Manager

Step12 When setup has completed, click Finish (see Figure 11).

Figure 11 Install Setup Complete Dialog

Setup Complete

Setup has finizhed copying files o vour computer,
Setup will now launch the program. Select your option Below.

[~ Yes, Launch the program file

Click Finizh to complete Setup.

| Firizh |

135969

N
Note Do not use the Yes, Launch the program file checkbox with this release. To launch Cisco IPC Express
QCT refer to Launching Cisco IPC Express QCT, page 18.

Installing Cisco Security Device Manager

This section describes the steps necessary for installing Cisco Security Device Manager (Cisco SDM).
For complete information on downloading and installing Cisco SDM, see the SDM Downloading and
Installing User Guide at:

http://www.cisco.com/en/US/products/sw/secursw/ps5318/prod_installation_guide09186a00803e4727.
html

For complete information on using Cisco SDM, see the Cisco Security Device Manager User’s Guide at:

http://www.cisco.com/application/pdf/en/us/guest/products/ps5318/c1626/ccmigration_09186a008045
8d7f.pdf

Step 1 Download the sdm-vnn.zip file at http://www.cisco.com/pcgi-bin/tablebuild.pl/sdm.

Log in using your Cisco.com login user ID and password, and follow the instructions on the Cisco SDM
Software page to download the sdm.vnn.zip file and the SDM release notes.

Step2  Double-click the sdm-vnn.zip file, and extract the files to a directory on your PC.

Installing Cisco Business Communications Solution Verified Designs
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Installing Cisco Security Device Manager

Step3  In the directory to which you extracted the contents of the sdm-vnn.zip file, double-click the setup.exe
file. The Cisco SDM Welcome dialog appears (see Figure 12):

Figure 12  Cisco SDM Welcome Dialog

Cisco 5DM - Installation Wizard x|

Welcome to the Installation wizard for Cisco 5DM

Thiz wizard will install Cizco SDMZ2.1 on vour computer and
rauter.

It iz strangly recommended that you exit all Windows
programs before running this Setup program.

Click Mext to continue with the installation wizard.

< Back | Ment » |

127717

Step4  Click Next to display the License screen, accept the license agreement terms, and click Next to continue.

Step5  When the Install Options dialog appears (see Figure 13), specify to install Cisco SDM on your PC (This
Computer).

Figure 13  Cisco SDM Install Options Dialog

Cisco SDM - Installation Wizard

Install Options

Inztall Cizco SOM on thiz computer or on the router,

Select where you want to inztall Cizeo SOM.

f+ Thiz Computer

Inztalls Cizco SDM an this computer.

Installs Cizco SOM on pour router's flash memorny.

" Both [computer and router]

Installs Cizco SOM on this computer and on your router's flash memorny.

< Bach I Ment » I Cancel

142442

Step6  Click Next.

Installing Cisco Business Communications Solution Verified Designs g
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I Installing Cisco Security Device Manager

After the components are installed, the Cisco SDM Installation Wizard Complete screen appears (see
Figure 14):

Figure 14  Cisco SDM Installation Wizard Complete Dialog

Cisco SDM - Installation Wizard

Cisco SDM Installation Wizard Complete

The componentz you selected are successfully installed on
waur rauker.

< Back | Finizh I Cancel | %
=i

Step7  If you want to start Cisco SDM when you dismiss the wizard, click Launch Cisco SDM. Click Finish
to dismiss the wizard.

[l nstalling Cisco Business Communications Solution Verified Designs
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What to Do Next

What to Do Next

After installing the required Cisco IPC Express QCT and SDM files, you are ready to enter configuration
parameters about your system. See “Configuring Cisco Business Communications Solution Verified
Designs” chapter.

Installing Cisco Business Communications Solution Verified Designs
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Il What to Do Next

Installing Cisco Business Communications Solution Verified Designs
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Configuring Cisco Business Communications
Solution Verified Designs

This chapter describes how to enter configuration information for your Cisco BCS Verified Designs
system using QCT. Once all the necessary information is entered, QCT generates a configuration file
containing all the required CLI commands that you can upload to your router.

This chapter provides the following sections:

Launching Cisco IPC Express QCT, page 18

Default Values, page 19

Navigating in Cisco IPC Express QCT, page 20
Configuring System Parameters, page 21

Configuring IP Phone Parameters, page 46

Generating Configurations, page 52

Selecting System Type and Configuration Type, page 28
Configuring Voice-Mail Parameters, page 39
Configuring Advanced Cisco CME Features Parameters, page 41
Configuring IP Phone Parameters, page 46

Generating Configurations, page 52

Testing the Installation, page 55

What to Do Next, page 55

Installing Cisco Business Communications Solution Verified Designs g



Configuring Cisco Business Communications Solution Verified Designs |

I Launching Cisco IPC Express QCT

Launching Cisco IPC Express QCT

Perform the following steps to launch Cisco IPC Express QCT.

Step1  Ensure that your PC is connected to the router’s console port.
Step2  Open the directory on your PC in which you installed Cisco IPC Express QCT.
Step3  Click QCT.htm to launch Cisco IPC Express QCT (see Figure 15).

Figure 15  QCT.htm File Location

MName Size  Type Date Modified
[ MekCommOCy File Folder Q412005 5:35 PM
C)sRe File Falder 9/4/2005 5:35 PM
IF‘CE - QCT FaQ.doc 57 KB Microsoft Word Doc...  6/23/2005 11:03 AM
F=1:0CT . hkm 17 KE  HTML Documnent 8/30/2005 6:15 PM
E QCT_User_Guide, pdf 747 KE  Adobe Acrobat Doc,..  5/4/2005 1259 PM

135961

Step4  Click Accept to acknowledge the licensing agreement (see Figure 16).

Figure 16  QCT Licensing Agreement

:\Documents and Settings\ric h\Desktop\QCTilicensing. htm - Microsoft Intery

Licensing Agreement

In order to use the QCT tool, you have to read and accepted the [PCE-QCT Licensing Agreement. To read
the licensing agreenment document, please click on the link below. After the licensing agreement is read, you can
accept or decline by clicking on one of the buttons below

IPCE-QCT Licensing Agreement

ACCEPT | [ DECLINE

135936
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Cisco IPC Express QCT is now ready to use (see Figure 17).

Figure 17  Cisco IPC Express Quick Configuration Tool Window

2 Cisco IPC Express OCT - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Cisco SysTeEmS

Cisco IPC Express Quick Configuration Tool

General Sy 1 Information : Related Tools
Company Mame: My Campany Router's Host Mame: | CiscoCME

How Many IP Phones going to be Deployed for this site? Iw QCT User Guide
Administrator User |D- |admin Administrator Password: [admin CME Home Page

Time Zane: | GMT -8 (Pacific) ¥ | Daylight Saving CME & dimin Guide

Cigco [P Phones
CUE Doc Roadmap
Phone Type Barcodes

(AR, HWIC or
MM, as shown below), please select the appropriate interface card or module that are installed. Slot 2800 Series Slot Identification
numhbers are labeled next to the physical slot an the router. OCT can avtomatically detect the hardware 3800 Seties Blot Idertification
configuration by clicking on the button below. X
DO HOT USE the CUE AIM 3ot Identification:
::l?gg&::};D” [ Auto Detect Hardware Caonfiguration ] mﬂw

3800 Internal Component

i R Locati
Router Platform: | Cisco 2811 | This Platform Supports up to 36 IP Phones. —= =

Button on the Broswer.

Use the Buttons on this

Interface for Navigation. Al Slots 1] ‘EMF‘TY v | 1| EMPTY V‘
HWIC Slots:  0: | EMPTY ¥ | 1: | EMPTY b
Highlighted Box 2 | EMPTY v 3 EMPTY v
CaninBeL e Bladk Module Slots 1. | EMPTY ~ vic 0: EMPTY ] vic 1 [EMPTY -
e,

Fields are Mandatory.

m Ty nfiguration
Horwe will the system be configured?
© Configure as a keysystem [square mode)
O Configure as a PBX

L
135874

a d My Computer

Default Values

Cisco IPC Express QCT windows provide recommended, default telephony-service parameters that you
can accept to quickly configure your telephony system. Accept these parameters or change any value.
These default values may not be appropriate for every system.

Note  The installation of Cisco BCS Verified Designs did not use most default values.
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Navigating in Cisco IPC Express QCT

Cisco IPC Express QCT provides navigation buttons to move from one configuration window to the next
(see Figure 18).

Figure 18  Quick Configuration Tool Navigation Buttons

2. Phone Paramete

CHME Caonnect

T Options

135840

Installing Cisco Business Communications Solution Verified Designs
[ 20 | I



| Configuring Cisco Business Communications Solution Verified Designs

Configuring System Parameters M

Configuring System Parameters

Use the information from your Cisco Business Communications Solution Verified Designs Planning
Worksheet and perform these steps to enter your information into the System Parameters window.

Step 1 Click System Parameters to activate the System Parameters window (see Figure 19):

Figure 19  Systems Parameters Button

The System Parameters window appears (see Figure 20):

Figure 20  System Parameters Window

2 Cisco IPC Express OCT - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Cisco SysTeEmS

Cisco IPC Express Quick Configuration Tool

0 5
in Buttons

General System Information : Related Tools
Company Mame: My Campany Router's Host Mame: | CiscoCME
How Many IP Phones going to be Deployed for this site? iw QCT User Guide

Administrator User 1D ladmm Administrator Password: [admin CME Home Paze

Time Zane: | GMT -8 (Pacific) ¥ | Daylight Saving CME & dimin Guide

Cizco IP Ph
Save Generated Canfiguration to the Start-Up config on the router [#] CEEODDC Rg:;;a
e 5 AT el Tel T
H Configuration

E - = Phone Type Barcodes
Fallowing is the layout of the slot scheme on Cisco 2811 router. For sach expansion slot (A, HWIC or

MM, as shown below), please select the appropriate interface card or module that are installed. Slot 2800 Series Slot Identification

numhbers are labeled next to the physical slot an the router. OCT can avtomatically detect the hardware 3300 Series Slot 1dentification

configuration by clicking on the button below. X
DO NOT USE the CUE AIM Blot Tdentification:
u u 2800 Internal Component
"}E‘SEQ'AUI;D” [ Auto Detect Hardware Configuration ] 1 ocation

3800 Internal Component

i R Locati
Router Platform: | Cisco 2811 | This Platform Supports up to 36 IP Phones. —= =

Button on the Broswer.

Use the Buttons on this

Interface for Navigation. Al Slots 1] ‘EMF‘TY v | 1| EMPTY V‘
HWIC Slots:  0: | EMPTY ¥ | 1: | EMPTY b
Highlighted Box 2 | EMPTY v 3 EMPTY v
CaninBeL e Bladk Module Slots 1. | EMPTY ~ vic 0: EMPTY ] vic 1 [EMPTY -

g,

Fields are Mandatory. rm Ty

y i nfiguration

Horwe will the system be configured?

© Configure as a keysystem [square mode)
O Configure as a PBX

L
135874

a ﬂ My Computer
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Configuring General System Information

Perform the following steps to enter your general Cisco CME information in the General System
Information area of the System Parameters window.

Step2  Enter the name of your company (see Figure 21):

Figure 21  Company Name Field

SYSTEM PARAMETERS

tem Information

135806

Company Mame: My Company

See Figure 22 for an example:

Figure 22  Specifying Company Name (Example)

Campany Mame: |Cisco Systems Inc |

135847

Step3  Enter your router’s host name (see Figure 23):

Figure 23  Router’s Host Name Field

emm Infarmaticn

135420

Fouter's Host Marme: ICME—‘

See Figure 24 for an example:

Figure 24  Specifying Router Host Name (Example)

Fouter's Host Marne: |CME 3825 |

Installing Cisco Business Communications Solution Verified Designs
[ 22 | I



| Configuring Cisco Business Communications Solution Verified Designs
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Step4  Specify the number of IP phones deployed at your site (see Figure 25). This number is dependent on the
type of router that you are using. For example, the Cisco 3825 supports up to a maximum of 168 IP
phones. The number of IP phones deployed could be less than the maximum supported. To determine the
number of IP phones supported by voice-bundled routers, see “Appendix A: Cisco CallManager Express
Bundles” section on page 95.

Figure 25  Specifying Number of IP Phones Deployed

Hawe Many IP Phones gaoing to be Deployed for this site? |168

i

(o)
il

Step5  Enter your administrator’s user ID and password (see Figure 26). Accept the default user ID and
password, or enter new values.

Figure 26  Specifying Administrator User ID and Password

Administrator User ID; |admin Administrator Password: [admin

135877

Step6  Specify your time zone from the drop-down menu (see Figure 27):
Figure 27  Specifying Time Zone

Tirme Fone: | GMT -8 (Facific) L

Step7  If appropriate, check the check box to enable daylight saving (see Figure 28):

Figure 28  Specifying Daylight Saving

Daylight Saving

Step8  To save the generated configuration to the start-up configuration on the router, check the following check
box (see Figure 29):

Figure 29  Specifying Whether to Save Generated Configuration to Start-Up
oave Generated Configuration to the Stard-Up config on the rauter

This completes the General System Information area of the System Parameters window. Proceed to
“Hardware Configuration” section on page 24.
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Hardware Configuration

The Hardware Configuration area of the System Parameters window provides a visual layout of your
router configuration.

Perform the following steps to detect your Cisco CME hardware configuration in the Hardware
Configuration area of the System Parameters window.

Step9  Ensure tht your router is powered on and has been running at least five minutes.

Step10 Click Auto Detect Hardware Configuration (see Figure 30):

Figure 30  Auto Detect Hardware Configuration Button

[ Auto Detect Hardware Caonfiguration ] g

The Detect Hardware Configuration window appears (see Figure 31):

Figure 31  Detect Hardware Configuration Windown

DETECT HARDWARE CONFIGURATION

Click Detect to begin detecting hardware on the router.
Be sure serial cable is connected to the PC and router's console.

PC Serial Port: | CO1 b

Step11  Connect a console cable from the PC’s serial port to the router’s console port and specify from the
drop-down menu which PC serial port is being used (see Figure 32):

135907

Figure 32  Specifying PC COM Port

PC Serial Port: ‘COW b

COME
COr3
COR4
COmE
COkB
COM?

126967
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Step 12  Press Detect (see Figure 33):

Figure 33  Detect Button

Step 13 Confirm that your serial cable is properly connected by clicking OK in the confirmation dialog box (see
Figure 34):

Figure 34  COM Port Confirmation

DETECT HARDWARE CONFIGURATION

135899

Step 14 Click Yes to accept any ActiveX control from an Internet Explorer dialog box (see Figure 35):

Figure 35  Detect Hardware Active X Dialog

DETECT HARDWARE CONFIGURATION

Internet Explorer

Click DEtec_t to hEg”_] d i An Activex contral on this page might be unsafe to
Be sure serial cable is interact with other parts of the page. Do you want to
allowy thiz interaction™?

PC Serial Port; | COM1

135876
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Cisco IPC Express QCT begins to analyze your installed hardware (see Figure 36):

Figure 36 = Hardware Detection Analyzing Pop-Up

DETECT HARDWARE CONFIGURATION

2 C:\Documents and Settingsirich\Desktopd0C Tiprogressbar. htm - Micros... |Z|__ |z|

Click
Be s
QCT is analyzing platform hardware configuration. Please wait...

PCS

135879

Following hardware detection, the Hardware Configuration area shows installed hardware in your router.
Figure 37 shows an installed AIM-CUE card as an example.

Figure 37  Analyzed Detected Hardware (Example)

[ Auto Detect Hardware Configuration ]

Fouter Platfarm: I3825 " This Platform Supports up to 168 IF Phones.

AlM Slots: 0: [EMPTY 1: JAIM-CUE

135883
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Your Options for System Type and Configuration

You must instruct QCT how your system will be configured. The System Type Configuration area of the
System Parameters window provides radio buttons to allow you to specify how your system will be
configured and the configuration type (see Figure 38).

Figure 38  System Type and Configuration Type Selection

System Type Configuration
Hovwe will the systemn be configured?
O Configure as a keysystermn (sguare mode)

& Configure as a PBX
Select configuration type:

& Typical Configuration (Recammended)
O Custam Configuration

135971

Keysystems and PBXs

Keysystem

PBX

~

Note

When setting up a Cisco IPC Express system, you need to decide if call handling should be similar to
that of a PBX or similar to that of a keyswitch.

Cisco BCS Verified Designs was configured using the PBX:Custom selection.

In a keysystem, you can set up most of your phones to have a nearly identical configuration, in which

each phone is able to answer any incoming PSTN call on any line. For example, you have four incoming
PSTN lines that each appear as shared lines on four different phones. Each phone has the same shared
lines. Keysystems can be used when no internal call switching is necessary.

In the keysystem model, when an incoming call arrives, it rings all available IP phones. When multiple
calls are present within the system at the same time, each individual call (ringing or waiting on hold) is
visible and can be directly selected by pressing the corresponding line button on an IP phone. In this
model, calls can be moved between phones simply by putting the call on hold at one phone and selecting
the call using the line button on another phone.

The PBX model allows the IP phones in your system to have a single unique extension number. PBX
configurations are usually required for larger companies who need both internal (extension numbers) and
external (PSTN) phone capabilities.

The PBX model also enables your configuration to support features such as intercom, call park, hunt
groups, and caller ID blocking.
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Typical or Custom Configuration
Choose typical if you are setting up a voice-only system. Choose custom if you want to customize the
IP addressing for the system.
Perform the following steps to select how your system will be configured and the configuration type.

Step15 Click the Configure as a keysystem or Configure as a PBX radio button to select how your system will
be configured.

Step16  Click the Typical Configuration or Custom Configuration radio button to select how your system will
be configured.

Selecting System Type and Configuration Type

Once you select how your system will be configured and the configuration type, see the following
sections to help you finish your system-type configuration. If you select:

¢ Configure as a Keysystem and Typical Configuration, see the “Configuring Keysystem:Typical
Configurations” section on page 29.

¢ Configure as a Keysystem and Custom Configuration, see the “Configuring Keysystem:Custom
Configurations” section on page 30.

e Configure as a PBX and Typical Configuration, see the “Configuring PBX:Typical Configurations”
section on page 34.

e Configure as a PBX and Custom Configuration, see the “Configuring PBX:Custom Configurations”
section on page 36.

Installing Cisco Business Communications Solution Verified Designs
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Configuring Keysystem:Typical Configurations

If you selected Keysystem and Typical Configuration from the System Type Configuration area of the
QCT Systems Parameters window, enter PSTN connectivity information (see Figure 39).

Figure 39  Keysystem:Typical Configuration Fields

ystem Type Configuration
Howe will the system be configured?
& Configure as a keysystem (sguare mode)
& Configure as a PEX
Select configuration type:
& Typical Configuration (Recommended)
& Custom Configuration

PSTN Connectivity Parameters

Haow Many CO Trunk Phone Mumbers Available? |4
O Trunk Phone Mumber List:

135934

01, |4E|8555EI1E|D 02, |4E|8555EI1E|1 03. |4E|8555EI1E|2 04, 4085550103

Configuring PSTN Connectivity Parameters

Perform the following steps to configure optional PSTN connectivity parameters.

Step 1 Specify the number of available trunk phone numbers (see Figure 40):

Figure 40  Specifying Available Trunk Phone Numbers

Howe bany CO Trunk Phone Mumbers Available? |4 %
Step2  Enter the trunk phone numbers (see Figure 41):
Figure 41  Specifying Trunk Phone Numbers
CO Trunk Phone Mumber List: :
01, 14085550100 0z, |4DBEEED1D1 03, 4085550102 04, 14085550103 :

After entering your PSTN connectivity parameters, you are ready to perform any necessary
configuration for your IP phones.

Step3  Add voice-mail parameters (see the “Configuring IP Phone Parameters™ section on page 46).
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Configuring Keysystem:Custom Configurations

If you selected Keysystem and Custom Configuration from the System Type Configuration area of the
QCT Systems Parameters window, new information fields appears as shown in Figure 42.

Figure 42  Keysystem:Custom Configuration Fields

DHCP Metwark IP Address: |1|:|1 100 Subnet Mask: |255-255-255-U
DHCP Excluded Address:  [10.1.10.1 to [10.110.10
CME IP Address: [101.10.1 Subnat Mask: [255.255 255.0

MTF Server 1 IF Address: MNTF Server 2 IF Address:
Secondary Dialtone Digit (for outgoing call): EI Emergency Mumber:

Haw Many CO Trunk Phone Mumbers Available? |4
CO Trunk Phone Mumber List:
0 |403555mnn 02. [4085550101 03. |4085550102 04. [4085550103

Number Df F'agmg Grnups -

Configuring General Phone Parameters

Perform the following steps to configure general phone information.

Step 1 Enter the first extension number (see Figure 43):

Note Do not use the digit 9 as the first digit of any extension number. The digit 9 is reserved for secondary
dial tone.

Figure 43  Specifying General Phone Parameters

Seneral Fhone Parameters

First Extension Murmber: |2EIEI1

135615
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Step2  Specify if this extension is a dual-line phone (two phone extensions, same number for each IP phone) by
checking the dual-line check box (see Figure 44):

Figure 44  Specifying Dual-Line

135813

dual-line

Configuring Network Parameters

Perform the following steps to configure network parameters for your IP phones.

Step 1 Enter the IP address and subnet mask of your Dynamic Host Configuration Server (DHCP) server
(see Figure 45):

N

Note  The IP addresses shown in Figure 45 are examples only. Enter your DHCP server IP address

information from your Cisco Business Communications Solution Verified Designs Planning
Worksheet.

Figure 45  Specifying DHCP Network IP Address and Subnet Mask

DHCP Metwark IP Address: [10.1.10.0 Subnet Mask: [255.255.255.0

135810

Step2  Specify your DHCP excluded address range (see Figure 46):

Figure 46  Specifying DHCP Excluded Addresses

DHCP Excluded Address: [10.1.10.1 to 1011010

135800

Step3  Specify your Cisco CME router’s IP address and subnet mask (see Figure 47):

Figure 47  Specifying Cisco CME Router IP Address and Subnet Mask

CMWE IP Address: [10.1.101 Subnet Mask: |255.2560.255.0

135845
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Step 4

If required, enter the IP addresses for your Network Time Protocol (NTP) servers (see Figure 48). NTP
allows you to synchronize your Cisco CME router to a single clock on a network, which is known as the
clock master. NTP is disabled on all interfaces by default.

N

Note  NTP is not required for Cisco Business Communications Solution Verified Designs.

Figure 48  Specifying NTP Server IP Address (Optional)

MTP Server 1 1P Address: MTP Server 2 1P Address:

Configuring PSTN Connectivity Parameters

Step 1

Step 2

Step 3

Step 4

Perform the following steps to configure optional PSTN connectivity parameters.

Enter a digit that you would press to select secondary dial tone (see Figure 49):

Figure 49  Specifying Secondary Dial Tone Digit

mecondary Dialtone Digit (for autgoing call): EI

Specify the emergency number (see Figure 50):
Figure 50  Specifying Emergency Number

Emergency Mumber: | 311

Specify the number of available trunk phone numbers (see Figure 51):

Figure 51  Specifying Available Trunk Phone Number

Hawe Many CO Trunk Phone Mumbers Available? |4 i‘.
Enter the trunk phone numbers (see Figure 52):
Figure 52  Specifying Trunk Phone Numbers

0 Trunk Phone Mumber List:

01, 14085550100 0z, 4085550107 03, 4085550102 04, 14085550103
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Configuring Voice-Mail Parameters

Step 1

Step 2

If you have an installed AIM card, enter voice-mail configuration information.

Specify whether to configure a general delivery mailbox for Cisco CUE by checking the check box
(see Figure 53):

Figure 53  Specifying General Delivery Mailbox

135616

Caonfigure a General Delivery Mailbox using CUE? [

If you are configuring a general delivery mailbox, enter additional voice-mail parameters as illustrated
in Figure 54:

Figure 54  Voicemail Parameters Fields

Yoice Mail Parameters
Configure a General Delivery Mailbox using CUE?

Vaice Mail System Type: | Cisco Unity Express ¥ |

CUE Feature License: |12 Mailboxes V| CUE IP Address: [10.1.10.2
Voice Mail Access Number: 5000 Tirneout: | 15 Seconds |+ 2
M1 ON Number. (8000 M| OFF Number: 5001 ]

For detailed information on adding voice-mail parameters, see the “Configuring Voice-Mail Parameters”
section on page 39.
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Configuring PBX:Typical Configurations

If you selected PBX and Typical Configuration from the System Type Configuration area of the QCT
Systems Parameters window, enter additional configuration parameters as shown in Figure 55.

Figure 55  PBX:Typical Configuration Fields

System Type Configuration
Howe will the system be configured?
O Configure as a keysystern [square made)

® Configure as a PEY
Select confiquration type:

® Typical Configuration (Recommended)
' Custam Canfiguration
PSTH Connectivity Parameters
Secondary Dialtone Digit (for outgoing call): D Emergency Mumber:

Are There DIDs (phone nurmbers) Available? [

Yoice Mail Parameters
Wil @ Cisco “oice Mail System Be Used? [

Advanced CME Features Parameters
Paging [ Intercorn [ Call Park [ Hunt Group [ Caller ID Blacking [

135834

Configuring PSTN Connectivity Parameters

If your hardware configuration contains a 4-port FXO card, perform the following steps to enter optional
PSTN connectivity parameters.

Step1  Enter a digit that you would press to select secondary dial tone (see Figure 56):
Figure 56  Specifying Secondary Dial Tone Digit
mecondary Dialtone Digit (for autgoing call): EI
Step2  Specify the emergency number (see Figure 57):
Figure 57  Specifying Emergency Number
Emergency Mumber:
Step3  Specify if there are Direct Inward Dial (DID) phone numbers available (see Figure 58):

Figure 58  Specifying Available DIDs

Are There DIDs (phone numbers) Awvailable?

142630
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Step4  If DIDs are available, enter the first phone numbers (see Figure 59):

Figure 59  Specifying First Phone Numbers

First Phone Number; |4UB55501DD

142631

Step5  Specify the number of available phone numbers (see Figure 60):

Figure 60  Specifying Available Phone Number
Howe bany CO Trunk Phone Mumbers Available? |4

142633

Configuring Voice-Mail Parameters

If you have an installed AIM card, enter voice-mail configuration information.

Step 1 Specify if you are using Cisco Unity Express voice mail by checking the check box (see Figure 61):

Figure 61  Specifying Cisco Voice Mail

1245940

Wil a Cizco Vaoice Mail System Be Used? [

If you are using Cisco Unity Express voice mail, additional information fields appear (see Figure 62):

Figure 62  Cisco Voice-Mail Parameters Fields

Yoice Mail Parameters
Will @ Cisco Voice Mail System Be Used?

Yoice Mail System Type: |CiSCD Unity Express V|
CUE Feature License: | 12 Mailboxes v| CUE IP Address: [10.1.10.2
Auto Attendant Pilot Number: |EUU1 |

Voice Mail Access Number: 5000 Timeout: | 15 Seconds

W1 ON Murnber; (3000 W1 OFF Nurmber: (3001

135951

Step2  For detailed information on adding voice-mail parameters, see the “Configuring Voice-Mail Parameters”
section on page 39).
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Configuring PBX:Custom Configurations

If you selected PBX and Custom Configuration from the System Type Configuration area of the Systems
Parameters window, enter additional configuration parameters as illustrated in Figure 63.

Figure 63 PBX:Custom Parameters

: Woe 'I'IIITIIIHI_'J'[II ]
How W|II the system be configured?
0 Configure as a keysystem (sguare mode)

& Configure as a PEX
Select configuration type:

O Typical Configuration (Recommended)
& Custom Configuration
eneral Phone Parameters

First Extension Mumber; IEU':” dual-line
DHCP Metwark IP Address: Im1 100 Subnet Mask; |255-255-255-U

DHCP Excluded Address: |10.1.10.1 to |10.1.10.10
CME IP Address: [101.10.1 Subnet Mask: [255.255.255.0

MTP Serer 1 IP Address: NTP Serer 2 [P Address:

FSTH Connectivity Parameters

Secondary Dialtone Digit (for outgoing call): EI Emergency Mumber:

Are There DIDs (phane numbers) Available? [

Voice Mail Parameters
Wlll a Cisco Yaice Wail System Be Used? [
d CWE Features Parameters

135542

F'agmg Ol Intercom [ Call Park 0 Hunt Group [ Caller ID Blocking [

Configuring General Phone Parameters

Perform the following steps to configure general phone information.

Step1  Enter the first extension number of your IP phones (see Figure 64):

Figure 64  Specifying First Extension Number

Seneral Fhone Parameters

First Extension Murmber: |2EIEI1

135615
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Step2  Specify if this extension is a dual-line phone by checking the dual-line check box
(see Figure 65):

Figure 65  Specifying Dual-Line Phone

Seneral Fhone Parameters

135813

dual-line

Configuring Network Parameters

Perform the following steps to configure network parameters.

Step1  Enter the IP address and subnet mask of your DHCP server (see Figure 66):

Note  The following IP addresses are examples only. Enter your DHCP server IP address information from
your Cisco Business Communications Solution Verified Designs Planning Worksheet.

Figure 66  Specifying DHCP IP Address and Subnet Mask

DHCP Network IP Address: [10.1.10.0 Subnet Mask: [255.255.255.0

135810

Step2  Specify your DHCP Excluded Address range (see Figure 67):

Figure 67  Specifying DHCP Excluded Addresses

DHCP Excluded Address: [10.1.10.1 to 1011010

135800

Step3  Specify your Cisco CME router’s IP address and subnet mask (see Figure 68):

Figure 68  Specifying Cisco CME Router IP Address and Subnet Mask

CME IP Address: [10.1.20.1 Subnet Mask: [255.255.255.0

Step4  Enter the IP addresses and subnet masks for your NTP servers (see Figure 69):

Figure 69  Specifying NTP Server IP Addresses

MTP Server 1 1P Address: MTP Server 2 1P Address:
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Configuring PSTN Connectivity Parameters

Perform the following steps to configure optional PSTN connectivity parameters.

Step 1 Enter a digit you would press to select secondary dial tone (see Figure 70):

Figure 70  Specifying Secondary Dialtone Digit

mecondary Dialtone Digit (for autgoing call): EI

Step2  Specify the emergency number (see Figure 71):

Figure 71  Specifying Emergency Number

Emergency Mumber: |311

Step3  Specify if there are Direct Inward Dial (DID) phone numbers available by checking the check box
(see Figure 72):

Figure 72  Specifying Available DIDs

Are There DIDs (phone numbers) Available?

142630

Step4  If DIDs are available, enter the first phone numbers (see Figure 73):

Figure 73  Specifying First Phone Numbers

First Phone Nurnber: [4085550100

142631

Step5  Specify the number of available phone numbers (see Figure 74):

Figure 74  Specifying Available Phone Numbers
Hawe bany CO Trunk Phone Numbers Available? |4

142633

Step6  Add voice-mail parameters (see the “Configuring Voice-Mail Parameters” section on page 39).
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Configuring Voice-Mail Parameters

Perform the following steps to configure voice-mail parameters.

Step 1 Specify if you are using Cisco Unity Express voice mail by checking the check box (see Figure 75):

Figure 75  Specifying Cisco Voicemail Parameters

1245940

Wil a Cizco Vaoice Mail System Be Used? [

If you are using Cisco Unity Express voice mail, additional information fields appear (see Figure 76):

Figure 76  Cisco Voice-Mail Parameter Fields

Yoice Mail Parameters
Will a Cisco Yoice Mail System Be Used?

Yoice Mail System Type: |CiSCD Unity Express V|
CUE Feature License: | 12 Mailboxes | CUE IP Address: [10.1.10.2
Auto Attendant Pilot Number: |EDD1 |

Voice Mail Access Number: 5000 Timeout: | 15 Seconds ¥

W1 ON Murrber: 3000 Myl OFF Numnber: [B001

135951

Step2  In the Voice Mail System Type drop-down menu, select Cisco Unity Express (see Figure 77):

Figure 77  Specifying Voice Mail System Type

Woice Mail System Type: | Cisco Unity Express v

Step3  Specify the Cisco CUE Feature License by selecting the number of mailboxes from the drop-down menu
(see Figure 78):

Figure 78  Specifying Cisco CUE Licensing

CUE Feature License: | 12 Mailboxes v
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Specify the IP address of the Cisco CUE router (see Figure 79):

Figure 79  Specifying Cisco CUE IP Address

Rl

CUE IP Address: |10.1.10.2

Specify the Auto Attendant pilot number (see Figure 80):

N

Note Remember not to use digit 9 for any extension.

Figure 80  Specifying Auto Attendant Pilot Number

Auto Attendant Pilot Mumber: |BO01

1354872

Specify your voice-mail access number (see Figure 81):

Figure 81  Specifying Voice-Mail Access Number

Yoicemail Access Number: 6000

Specify the voice-mail timeout from the drop-down menu (see Figure 82):
Figure 82  Specifying Voice-Mail Timeout

Timeaut: | 15 Seconds |+

Specify your message-waiting indicator (MWI) On number (see Figure 83):

Figure 83  Specifying MWI On

Ml O Number: (8000
Specify your message-waiting indicator (MWI) Off number (see Figure 84):

Figure 84  Specifying MWI Off

WYY OFF Murmber: (8001

This completes the voice-mail parameters section.

Enter advanced Cisco CME features (see the “Configuring Advanced Cisco CME Features Parameters”
section on page 41).
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Configuring Advanced Cisco CME Features Parameters

Configuring Advanced Cisco CME Features Parameters

Follow the procedure in this section if you wish to configure additional features for your telephony
network (see Figure 85).

Figure 85  Advanced Cisco CME Feature Parameter Fields

Advanced CME Features Parameters
Paging [0 Intercom [0 Call Park [0 Hunt Group O Caller ID Elacking O

Additional Cisco CME features include the following:
e Paging (see the “Configuring Paging” section on page 41)
e Intercom (see the “Configuring Intercom” section on page 42)
e Call Park (see the “Configuring Call Park™ section on page 42)
e Hunt Group (see the “Configuring Hunt Groups” section on page 43)
e Caller ID Blocking (see the “Configuring Caller ID Blocking Parameters” section on page 45)

Configuring Paging

Step 1 To enable paging, check in the Paging check box (see Figure 86):

Figure 86  Specifying Paging Parameters

Advanced CME Features Parameters
secondary Dialtone Digit (for outgaoing call): EI
Faging Intercom [ Call Park [ Hunt Group [ Caller ID Blacking [

Paging Parameters

Mumber of Paging Groups:
Faging Group Extension Numbers:
[1001 |1002

135848

a. Specify the number of paging groups from the drop-down menu.

b. Enter the paging group extension numbers.

Installing Cisco Business Communications Solution Verified Designs
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Configuring Intercom

Step1  To enable intercom between IP phones, check Intercom check box (see Figure 87):

Figure 87  Specifying Intercom

Advanced CME Features Parameters
secondary Dialtone Digit (for outgaoing call): EI
Faging Intercorm Call Park [ Hunt Group [ Caller ID Blocking []

Paging Parameters

Mumber of Paging Groups:
Faging Group Extension Numbers:
[1001 |1002

135828

Configuring Call Park

Step1  To enable call park, check the Call Park check box (see Figure 88):

Figure 88  Specifying Call Park

Advanced CME Features Parameters
secondary Dialtone Digit (for outgaoing call): EI
Faging Intercorm Call Park Hunt Group [ Caller ID Blocking [

Paging Parameters

Mumber of Paging Groups:
Faging Group Extension Numbers:
[1001 |1002

Zall Park Parametears
Murnber of Park Slots:
Park Slot Extension Murmbers:

135885

|7001 |7002 |7003 7004

a. Specify the number of park slots from the drop-down menu (see Figure 89):

Figure 89  Specifying Number of Park Slots

Zall Park Parameters
Murnber of Park Slots:

125948
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Configuring Advanced Cisco CME Features Parameters

b. Enter your park slot extension numbers (see Figure 90):

Figure 90  Specifying Park Slot Extension Numbers

Call Park Parameters

Murmber of Park Slots:
Park Slot Extension Mumbers:

{7001 [7002 |7003 7004

135548

Configuring Hunt Groups

Step1  Enable hunt groups by checking the Hunt Group check box (see Figure 91):

Figure 91  Specifying Hunt Groups

secondary Dialtone Digit (for outgaoing call): EI
Faging Intercorm Call Park Hunt Group Caller ID Blacking [

Fark Slat Extension Mumbers:
|7001 |7002 |7003 |7004

Hunt Group Parameters

Murber of Hunt Graups: Hunt Tirneaout: IB seconds

1358621

Hunt Group Pilot Number 1 IEDE” Hunt Type: | sequential ¥ Farward to 4Whi

Step2  Specify the number of hunt groups from the drop-down menu (see Figure 92):

Figure 92  Specifying Number of Hunt Groups

Hunt Group Parameters
Murmber of Hunt Groups:

135822
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Step3  Enter the hunt timeout value in seconds (see Figure 93):

Figure 93  Specifying Hunt Group Timeout

Hunt Group Parameters

Murber of Hunt Graups: Hunt Tirneaout: IB seconds

Step4  Enter your hunt group pilot numbers (see Figure 94):

135624

Figure 94  Specifying Hunt Group Pilot Number

Hunt Group Parameters
Murmber of Hunt Groups: Hunt Timeout: IB seconds
Hunt Group Pilat Mumber 1: |5|:|U1

135823

Step5  Specify your hunt type from the drop-down menu (see Figure 95):

Figure 95  Specifying Hunt Type

Hunt Group Parameters

Murber of Hunt Graups: Hunt Tirneaout: IB seconds

135825

Hunt Group Pilat Mumber 1 IEDE” Hunt Type: | Sequential v

Step6  Enable whether to send the hunt groups to voice mail by checking the Forware to VM check box
(see Figure 96):

Figure 96  Specifying Hunt Group to Voice-Mail

Hunt Group Parameters

Murber of Hunt Graups: Hunt Tirneaout: IB seconds

135828

Hunt Group Pilot Number 1 IEDE” Hunt Type: | sequential ¥ Farward to 4Whi
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Configuring Advanced Cisco CME Features Parameters

Configuring Caller ID Blocking Parameters

Step1  To enable caller ID blocking parameters, check the Caller ID Blocking check box
(see Figure 97):

Figure 97  Specifying Call ID Blocking

Advanced CME Features Parameters
secondary Dialtone Digit (for outgaoing call): EI
Faging Intercorm Call Park Hunt Group Caller 1D Blacking

Paging Parameters

Mumber of Paging Groups:
Faging Group Extension Numbers:
[1001 |1002

Zall Park Parametears
Murnber of Park Slots:
Park Slot Extension Murmbers:

|7001 |7002 |7003 |7004

Hunt Group Parameters

Murber of Hunt Graups: Hunt Tirneaout: IB seconds

Hunt Group Pilot Number 1 IEDE” Hunt Type: | =equential % | Forward to i

Caller ID Blocking Farameters

Caller ID Black Cade:

135884
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Step 2

Step 3

Enter your caller ID block code (see Figure 98):

Figure 98  Specifying Caller ID Block Code

Caller ID Blocking Farameters

Caller ID Black Cade:

135885

N

Note  Enter an asterisk (*) before the caller ID block code.

This completes the configuration of Advanced CME features parameters.

Configure your IP phones (see the “Configuring IP Phone Parameters” section on page 46).

Configuring IP Phone Parameters

Step 1

After configuring all your system parameters, proceed to the Phone Parameters window of Cisco IPC
Express QCT.

Click Go To Phone Parameters button (see Figure 99):

Figure 99  Go To Phone Parameters Button

Go To Phone Parameters

QCT begins to automatically generate your phone parameters information (see Figure 100):

Figure 100 Analyzing IP Phone Parameters

2} C:\Documents and Settingsiric h\DesktopAQC Thprogressbar. htm - Micros... :||:rg|

QCT is generating phone parameters. Please wait...

CCCCCCCCCCCCCCrCCrCCrr OO CrCCrCrCCrCCCCCCECCCCCCCCICCIrrL
BB

135055
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Configuring IP Phone Parameters M

The IP Phone Parameters window appears (see Figure 101):

Figure 101 IP Phone Parameters Window

2 Cisco IPC Express OCT - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Cisco SysTEmS
Cisco IPC Express Quick Configuration Tool
IP PHONE PARAMETERS
TIP
A Bar code scanner may be used for entering IP Phone MAC addresses and phone types for improved speed and accuracy. :
Eelated Tor
Phone Dual Ext.  DID P ol o Ringing oorygc,
MAC Address T il e Name UserlD 255 Forward TN 2™ Timeout
ype Line Number Number word B o
USY  pnewer (SECONUS)  CMEHomeT
1. R * fraso [aoo1 [ssstoon (it Last wame [[usent |[z001 | | | | %
2. [ooo 000 aooz = frasn feooz [ssstoot [[FistLasthame [[use ||z00z | | | | CUEDocBo:
FPhone Type
3. [oooo.oo00 0003 * frasn [eooz [sesro0z [[FistLasthame [[use |[2002 I | I |
4. [ooo 0000 0004 = frasn [pooa [ssst00z [[FistlastMame [[used  [[zooa | i | | 2200 Sk SR
3200 Series 3
PEE)Ab(]ZiT USE the 5. [oooo.0000 ooos * fzaen [2005 ‘ ”Fust Last Name Huselﬁ quus H H H ‘
‘.FORWAU];D.‘ § |oooo.0000.0008 *fresn T |[First Last hame  [[usems B | | | | ggung fil:;sall‘
Button on the Broswer. 7. [o00a.0000 0007 *[rasa oor | [[Firet Last Hame[[userr |[2007 | | | | Location
32001 al
R R B. Joooo oooo ooos #raen [2008 ‘ ”Fust Last Name Husers quua H H H ‘ ﬁ
Interface far Navigation. 5. |oooo.0o00.0008 * frasn | |[First Last vame  [usem |[z000 | | | |
10, [o000 0000 001a *freen [0 | |[FintLast bame  J[usertn  Jfz010 | | | |
Highlighted Box
Can Mot Be Left Blank.
"4 Rictds are andatory.
:. =
. | B |
&] Done J My Computer f

The IP Phone Parameters window allows you to enter specific telephony information for each IP phone
in your system. The IP Phone Parameters window contains slightly different information depending on
the system configuration type you chose.

Step2  If you chose:
e Keysystem, see the “Configuring Keysystem IP Phone Parameters” section on page 48.

e PBX, see the “Configuring PBX IP Phone Parameters” section on page 50.
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Configuring Keysystem IP Phone Parameters

Perform the following steps to enter keysystem IP phone parameters.

Step 1 Click the Phone Parameters button to activate the IP Phone Parameters window.

The Keysystem IP Phone Parameters window appears (see Figure 102):

Tip

Step 2

Figure 102 Keysystem IP Phone Parameters Window
s T D P s T 9GP D
1. [EKEERER] * [Fosn oot |1_v| [First Last Name || usert || 2001 | =
2. |oooo.ooo0.000z * [ros0 [zo0z I‘I_vl [First Last Name || userz || z002 | =1
3. [pooo.oooo.0o0z + [reso [2omz I‘I—vl [First Last Name  ||usera || 2002 |
4 |oooo.0000.0004 * [7o60 [zo0a |1_v| [First Last Name || userd || 2004 |
5. [oooo.oooo.0o0s * [Fes0 [zoms |1_v| [First Last Name || users || 2005 | @
5. |oooo.oooo.ooos * [7os0 lzoos |1_v| [First Last Name || user || 2008 |
7. [oooo.o0o0.0007 * [ros0 [zoo7 |1_v| [First Last Hame  [[user? || 2007 | =
§. |oooo.oooo.oooe * [7oe0 lzooz |1_v| [First Last Name  ||users || 2008 [
9. [oooo.0000.000a * [roe0 [zooa |1_v| [First Last Name  [|usera || 2002 | = o
10, Joooo.o0o0.0010 * [7a80 [z010 |1 v| [First Last Name  |{usertn ||2010 [ [ g

Each input field is tab indexed to allow you to flow from one field to the next to enter information.

You may use a bar-code scanner to enter [P phone MAC address and phone types. Cisco has tested a

bar-code scanner from Flic™,

Edit any default phone parameter to suit your network.

Table 4

Keysystem IP Phone Parameters Screen Fields

Field

To Set

MAC Address

Enter, or scan, the MAC address of each IP phone.
MAC addresses are located on the bottom of the

IP phone.
Phone Type Specify the IP phone type.
Dual-Line Enter a check next to the IP phone you want to

have two lines for each extension.

Extension Number

Enter the extension number for each IP phone.

Paging Group

Specify from the drop-down menu the paging
group you want to associate with each IP phone.

Name Enter the name to associate with each IP phone.
The name will appear in the IP phone display.
User ID Enter a user ID for each IP phone.
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Table 4

Configuring IP Phone Parameters

Keysystem IP Phone Parameters Screen Fields

Field

To Set

Password

Enter a password for each IP phone.

CO

Specify with a check the CO trunk phone numbers
associated with each IP phone.

What to Do Next

Once you finish entering your keysystem configuration parameters, generate the configuration (see the
“Generating Configurations” section on page 52).
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Configuring PBX IP Phone Parameters

Perform the following steps to enter PBX IP phone parameters.

Step 1 Click the Phone Parameters button to activate the IP Phone Parameters screen.

The PBX IP Phone Parameters window appears (see Figure 103):

Figure 103 PBX IP Phone Parameters Window

MAC Address Phone D_ual Ext. Paging Intercom Hunt DID Name UserlD Pass \n"oit_:e Fo(r::rlalrd
Type Line Number Grp wif Grp  Number word  Mail B
(I 000.0000.000 1 W R oot |1 v |[— v || 0w |[a0zsss0100 [[Fist Last Hame  [[usert 2001 5000
2. |oooo.ooo0 000z *7as0 |zo0z 1| |— v || 0w ||a085550101 ||First Last Name || userz 2002 6000
3. |oooo.ooo0 000 * [ras0 |zo03 1| |— v [0 v ||a0s5550102 ||First Last Hame || userd 2003 6000
4. |oooo.o000.0004 * [7a60 |zo04 1| |— v |0 v ||9085550103 ||First Last Hame || userd 2004 6000
5. |oooo.oooo.000s * [7o60 |z005 1% |[— v 0w First Last Name || users 2005 6000
§. |oooo.oooo.o00s * 7os0 |z008 2w [— v 0w First Last Name || userf 2006 6000
7. |oooo.oooo.o007 * 7os0 |z007 2w [— v 0w First Last Name || user? 2007 6000
g, |oooo.oooo.o00s * 7os0 |z008 2w [— v 0w First Last Name || user® 2008 6000
g9, |oooo.ooo0.0002 * [7o60 |z009 2w [— v 0w First Last Name || userd 2009 6000 '\3“
10. |0000.0000.0010 * [7a80 |z010 2w | — w0 First Last Name  ||useri0 2010 6000 ﬁ

The fields on the IP Phone Parameters window are tab indexed to flow from one field to the next.

<o

QCT supports the use of a bar-code scanner to enter IP phone MAC addresses and phone types.
Cisco BCS Verified Designs has tested a bar-code scanner from Flic™.

Step2  Edit any default phone parameter to suit your network (see Table 5).

Table 5 PBX IP Phone Parameters Screen Fields

Field To Set

MAC Address Enter, or scan, the MAC address of each IP phone.
MAC addresses are located on the bottom of the
IP phone.

Phone Type Specify the IP phone type.

Dual-Line Enter a check next to the IP phone you want to
have two lines for each extension.

Extension Number Enter the extension number for each IP phone.

Paging Group Specify from the drop-down menu the paging

group you want to associate with each IP phone.

Intercom Specify from the drop-down menu the IP phone
you want to intercom with this IP phone.
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Configuring IP Phone Parameters

Table 5 PBX IP Phone Parameters Screen Fields

Field To Set

Hunt Group Specify from the drop-down menu the hunt group
associated with each IP phone.

DID Number Enter the Direct Inward Dial number for each IP
phone. DID numbers accept both 7- and 10-digit
numbers.

Name Enter the name to associate with each IP phone.
The name will appear in the IP phone display.

User ID Enter a user ID for each IP phone.

Password Enter a password for each IP phone.

Voicemail Enter a check to specify voicemail for each IP
phone.

Call Forward Busy Enter the extension number where you want to
transfer calls to if an incoming call to an extension
is busy.

Call Forward No Answer Enter the extension number where you want to

transfer calls to if an incoming call to an extension
is not answered.

Ringing Timeout Specify a value in seconds before transferring an
unanswered call to another extension.

What to Do Next

Once you finish entering your PBX configuration parameters, generate the configuration (see the
“Generating Configurations” section on page 52).

Installing Cisco Business Communications Solution Verified Designs
| g 5



Configuring Cisco Business Communications Solution Verified Designs |

I Generating Configurations

Generating Configurations

Once you enter all your system and phone parameters, generate your router configuration:

Step 1 Click the Generate Configuration button (see Figure 104):

Figure 104 Generate Configuration Button

Once your configuration generates, it will automatically display (see Figure 105):

Figure 105 Display of Generated Configuration

3 C:\Documents and Settingsirich\DesktopyOCT1 57 SRCyphoneconfig. htm - Microsoft Internet Explore... :||E|rz|
1

IIECEQCT
[ R

I1#* Configuration Generated by IPC Express QCT Version 1.5.7a

I1#** Configuration Generated on 13:14:31 21 September Z005 (Z4hrs)
l******************************************************************
!

enable
!

config t
line con O
flowcontrel hardware

aend
!

clock read-calendar
!

config t
logging console

noe ip domain-lockup
!

hostname CiszcoCME
!

enable secret admin
!

clock timezone GMT -8

clock summer-time GMT recurring
!

l**********************************************************
I#* DHCOP Configuration **

Note  The generated configuration displays if the Display Configuration check box is selected on the QCT
Options window (see the “Display Configuration” section on page 100).

Step2  Save the router configuration.
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Step 3

Generating Configurations

When prompted, click Yes to push the configuration to the router (see Figure 106):

Figure 106 Confirming Pushing Configuration to Router

MAC Address P'"’ Namo  Usenp  Pass Voice [ ol
Typs ) . .. — word  Mail B
<P Do you like to push the configuration into the router?
1. M*W \') I |[Fist Last Hame  [[usert |[z001 | |goon
e W*W |[First Last Hame  [[uzez ||z002 | |zoon
3. W*W [ o | [ Cancel ] |[First Last Hame  |[uzera |[z002 | |goon
4. fooos Epareere *[raan TT oo TV [Phone v v o |[Fist Last Hame  |[usera ||z004 | |zoon
5. [oono.ono0 noos +[7een [zo0s 2=v — v|l0 v |[First Last Hame  |[uzers |[z005 | |goon
G, [oono.ono0 noos *[7aen [zo08 2=v — v|l0 v |[Fist Last Hame  |[uzers ||z008 | |zoon
7. [oono.ono0 noo7 +[7een [0z 2=v Phone23 +||0 | |[First Last Hame  |[uzer? |[z007 | |goon
& [oono.onoo noos *[7aen [zo0s ‘|=v — v|l0 v |[First Last Hame  [[uzerm || 2008 | |zoon
9. [oono.0no0 nooe *[7aen [zo0m ‘|=v — w1 |[First Last Hame  |[uzer |[z00m | |goon
10. Jooon oono.0010 = [7asn Jzo10 ‘|=v — vl 1 |[Fist Last hame  [[userin [[z010 | |zoon
11. Jooon.oono.0011 = [rasn Jzo11 ‘|=v — w1 |[First Last ame  [[usert1 [[z014 | |goon
12. Jooon oono 001z =[7asn [z01z ‘|=v — vl 1 |[Fist Last hame  [[useriz [[z012 | |zoon
13. Jnoon 00000013 +[7asn [o1z j — v|l0 v |[Fit Last hame  [[usertz [[z013 | O [sooo =
(1;1 lnoon.0000.0014 *[7as0 2 [z014 1_v"" — wlln sl [First Last Namel [luserta 2014 [ X %

QCT begins to generate your configuration (see Figure 107).

Figure 107 Generating Configuration

IP PHONE PARAMETERS

(=

2 C:\Documents and Settingsirich\DesktopdQCTyprogressbar. htm - Micros... [

Pass Voice Cal
M. UserlD word  Mail Forward
QCT is configuring the router. Please wait... usy
1. E 1 |[z001 | |goon
e E |[[[[ S oz ||z002 | |zoon
3. E 5% ez |[z002 | |goon
4. Pof | Configuring DHCP... et 2004 | [ [so00
5. E o5 |[z005 | |goon
. W*W IW 7 | | — w0 ’—HMHEW ||z008 | |zoon
7. [oono.ono0 noo7 +[7een [0z 2=v Phone23 v 0+ |[First Last Hame  |[uzer? |[z007 | |goon
& [oono.onoo noos *[7aen [zo0s ‘|=v — v/0 | |[First Last Hame  [[uzerm || 2008 | |zoon
9. [oono.0no0 nooe *[7aen [zo0m ‘|=v — w1 v |[First Last Hame  |[uzer |[z00m | |goon
10. Jooon oono.0010 = [7asn Jzo10 ‘|=v — vl 1 v |[Fist Last hame  [[userin [[z010 | |zoon
11. Jooon.oono.0011 = [rasn Jzo11 ‘|=v — w1 v |[First Last ame  [[usert1 [[z014 | |goon
12. Jooon oono 001z =[7asn [z01z ‘|=v — vl 1 v |[Fist Last hame  [[useriz [[z012 | |zoon
13. Jnoon 00000013 +[7asn [o1z ‘|=v — v/ 0 v |[Fit Last hame  [[usertz [[z013 | O [sooo -
<1;1 lnoon.0000.0014 *[7as0 2 [z014 1=v"" — wlln sl [[First Last wame  [luserta 2014 [ X i%
[}
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QCT continues to generate your Cisco CUE voice-mail configuration (see Figure 108).

Figure 108 Generating Cisco CUE Voice Mail

IP PHONE PARAMETERS

EFl;ar i 2 C:\Documents and Settingsirich\DesktopMOCTyprogressbar. htm - Micros.. | eed and accuracy.
M isorp  Pass - Voice o
QCT is configuring the router. Please wait... Busy

1. E 1 |[z001 | |goon

5 IE |[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[E[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[ . ”2002 | |BDDD

3. Joo 0% iz |[z002 | |goon

4. o Configuring CUE (this step can take up to 8 mintues)... Elapse Time: 40 Seconds erd [[z004 | |sa0o0

5. E o5 |[z005 | |goon

. W*W IW 7 | | — w0 ’—HMHEW ||z008 | |zoon

7. [oono.ono0 noo7 +[7een [0z 2=v Phone23 v 0+ |[First Last Hame  |[uzer? |[z007 | |goon

& [oono.onoo noos *[7aen [zo0s ‘|=v — v/0 | |[First Last Hame  [[uzerm || 2008 | |zoon

9. [oono.0no0 nooe *[7aen [zo0m ‘|=v — w1 v |[First Last Hame  |[uzer |[z00m | |goon

10. Jooon oono.0010 = [7asn Jzo10 ‘|=v — vl 1 v |[Fist Last hame  [[userin [[z010 | |zoon

11. Jooon.oono.0011 = [rasn Jzo11 ‘|=v — w1 v |[First Last ame  [[usert1 [[z014 | |goon

12. Jooon oono 001z =[7asn [z01z ‘|=v — vl 1 v |[Fist Last hame  [[useriz [[z012 | |zoon

13. Jnoon 00000013 +[7asn [o1z ‘|=v — v/ 0 v |[Fit Last hame  [[usertz [[z013 | O [sooo Eé
14 [oooo.ooo0.0014 *frasn el [zoia [ el [— well el [[First Last Mame  lluserta  [lz014 | ™ leooo 3

L 5

QCT informs you when it is finished (see Figure 109):

Figure 109 Confirming Generated Configuration

Microsoft Internet Explorer ‘z

' IPC Express is now configured,
=Y

135830

Stepd  Click OK.

Your router is now configured. See Appendix C: Cisco BCS Verified Designs Configuration Example,
page 101 for an example of a typical Cisco Business Communications Solution configuration file.

You can upload any saved configuration to your router (see the “Uploading Saved Configurations”
section on page 97).
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Testing the Installation

Testing the Installation

Perform the following steps to test the initial Cisco BCS Verified Designs configuration.

Step 1 Reboot the router.
Step2  Connect the router to a nonconfigured switch (default switch configuration only).

Step3  Connect preconfigured (MAC address previously entered in the IP Phone Parameters window) IP phones
to the switch.

Step4  Press the settings button on the IP phone and look under Network Configuration to make sure that the
IP phones are receiving the appropriate IP addressing from the DHCP server.

Once the IP addressing is received (this could take several minutes), two connected IP phones should be
able to call each other.

What to Do Next

After entering configuration parameters for Cisco SOCC, you are ready to use the command line
interface (CLI) to continue your installation. See the “Continuing the Cisco BCS Verified Designs
Configuration Using CLI” section on page 57.
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Continuing the Cisco BCS Verified Designs
Configuration Using CLI

This chapter describes the procedures using the command line interface (CLI) to continue Cisco
Business Communications Solution Verified Designs configuration. Perform the procedures in this
chapter using a terminal emulation utility such as Hyperterminal through the console port of your router.

Each procedure provides a list of summary and detailed steps that you can follow. Follow the detailed
steps if you need examples and explanations of each CLI entry.

Contents

This chapter provides the following sections:
e Configuring Subinterfaces for VLANS, page 58
e Configuring a DHCP IP Address Pool for the Data Network, page 62
e Configuring Separate Data and Voice VLANS, page 65
e What to Do Next, page 69
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I Configuring Subinterfaces for VLANs

Configuring Subinterfaces for VLANs

This task creates subinterfaces for a Cisco LAN switch that will be carry voice and data on the network.

Summary steps (see Figure 110) list the steps necessary to configure the subinterfaces. For detailed steps
including examples, see Table 6.

Figure 110  CLI for Configuring Subinterfaces for VLANs

Cigco. r2w - WRQ Reflection for UNIX and Digital

File Edit Conmection Setup Macro ‘Window Help

D=EE & # O o e [RGB K2
service-module ip address 10.1.20.2 255.255.255.0 e

service-module ip default-gateway 10.1.20.1
1

interface GigabitEthernet0/1

no ip address

shutdoun

duplex auto

speed auto

nedia-type rjda5

1

ip classless

ip route 10.1.20.2 255.255.255.255 Service-Engine0/1
1

1

ip http server

ip http authentication local
no ip http secure-server

ip http path flash:

1

Router #configure terminal

Enter configuration comnands, one per line. End with CHTL/Z.
Router (config)#interface gigabitethernet 0/0
Router(config-if)#no ip address
Router(config-if)#interface gigabitethernet 0/0.10
Router (conf ig-subif )#encapsul ation dotig 10
Router(config-subif)#ip address 10.1.10.1 255.255.255.
Router(config-subif)#interface gigabitethernet 0/0.20
Router (conf ig-subif )#encapsul ation dotig 20
Router(config-subif)#ip address 10.1.20.1 255.255.255.
Router(config-subif)#exit

Router (config)#interface service-engine 0/1
Router(config-if)#ip unnumbered gigabitethernet 0/0.20
Router(config-if)#exit

Router (config)#exit

Router#

Jun 29 10:51:58.211: %#5Y5-5-CONFIG_I: Configured from console by consoleur
Building configuration...

[OK]

Routert]

el
135929

391, & WT400-7 -- COMI at 9600 baud 00:09:00 <

Summary Steps

1. enable

configure terminal

W N

interface gigabitethernet siot/port

no ip address

interface gigabitethernet slot/port.subinterface
encapsulation dotlq vian-id

ip address subnet mask

interface gigabitethernet slot/port.subinterface

encapsulation dotlq vian-id

o ®© & N o a &

-

ip address subnet mask

-
-

exit
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12. interface service-engine slot/port

Configuring Subinterfaces for VLANs

13. ip unnumbered gigabitethernet slot/port.subinterface

14. exit
15. exit
16. wr

~

Note It is recommended to save a copy of the router configuration for backup purposes.

Detailed Steps

Table 6

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Detailed Steps for Configuring Subinterfaces for VLANs

Command or Action

Purpose

enable

Example:
Router>

Enters privileged EXEC mode.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

interface gigabitethernet slot/port

Example:
Router (config)# interface gigabitethernet 0/0

Configures the interface and enters interface
configuration mode.

no ip address

Example:
Router (config-if)# no ip address

Disables IP processing for the specified interface.

interface gigabitethernet slot/port.subinterface

Example:
Router (config)# interface gigabitethernet 0/0.10

Configures the subinterface and enters subinterface
configuration mode. It is recommended to set the
subinterface to the same value as the vian-id.

encapsulation dotlqg vlan-id

Example:
Router (config-subif)# encapsulation dotlg 10

Sets 802.1q encapsulation for the subinterface.

ip address ip-address subnet mask

Example:
Router (config-subif)# ip address 10.1.10.1
255.255.255.0

Sets the IP address for the subinterface.
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I Configuring Subinterfaces for VLANs

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

Command or Action

Purpose

interface gigabitethernet slot/port.subinterface

Example:
Router (config-subif)# interface gigabitethernet
0/0.20

Configures the subinterface. It is recommended to
set the subinterface to the same value as the vian-id.

encapsulation dotlqg vlan-id

Example:
Router (config-subif)# encapsulation dotlg 20

Sets 802.1q encapsulation for the subinterface.

ip address ip-address subnet mask

Example:
Router (config-subif)# ip address 10.1.20.1
255.255.255.0

Sets the IP address for the subinterface.

exit

Example:
Router (config)# exit

Exits subinterface configuration mode.

interface service-engine slot/port

Example:
Router (config)# interface service-engine 0/1

Enters interface configuration mode for a network
module (NM) or an advanced integration module
(AIM) in slot O, port 1.

ip unnumbered gigabitethernet slot/port.subinterface

Example:
Router (config-if)# ip unnumbered gigabitethernet
0/0.20

Enables IP processing on the gigabitethernet
subinterface without assigning an explicit IP address
to the subinterface. This subinterface represents the
IP address of the Cisco CME router.

exit

Example:
Router (config-if)# exit

Exits interface configuration mode.

exit

Example:
Router (config)# exit

Exits global configuration mode.

wr

Example:
Router# wr

Writes the changes to the configuration file.
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Configuring Subinterfaces for VLANs

Testing the Installation

At this point, IP phones should no longer be connected to Cisco CME. No dial tone should be present if
the speaker button is pressed.

N

Note  If the IP phones seem as if they still have a configuration, the phones have not timed out yet.

What to Do Next

Once you configure subinterfaces for a Cisco LAN switch using Summary or Detailed Steps, proceed to
configure your DHCP IP address pool for the data network (see the “Configuring a DHCP IP Address
Pool for the Data Network™ section on page 62).

Installing Cisco Business Communications Solution Verified Designs
| "



Continuing the Cisco BCS Verified Designs Configuration Using CLI |

I Configuring a DHCP IP Address Pool for the Data Network

Configuring a DHCP IP Address Pool for the Data Network

This section describes the configuration of a DHCP IP address pool for your data network. If you do not
already have a DHCP pool setup for your data, use this section to set up the data IP subnet.

This procedure creates a large shared pool of IP addresses, in which all DHCP clients receive the same

information.

Summary steps (see Figure 111) list the steps necessary to set up a DHCP IP address pool for the data
network. For detailed steps with examples, see Table 7.

Figure 111

Cigco. r2w - WRQ Reflection for UNIX and Digital

Configuring DHCP IP Address Pool for Data

File Edit Conmection Setup Macro ‘Window Help
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Router conl is nou available

Press RETURN to get started.

Router>en

Routertconf igure terninal

Enter configuration comnands, one per line.
Router(config)#ip dhcp excluded-address 10.1.10.1 10.1.10.10
Router(config)#ip dhcp pool data

Router (dhcp-config)#netuork 10.1.10.0 255.255.255.0

Router (dhcp-conf ig)#defaul t-router 10.1.10.1

Router (dhcp-config)texit

Router (config)#exit

Router #ur

End uith CNTL/Z.

Jun 29 11:23:22.223: %#5Y5-5-CONFIG_I: Configured from console by console

Building configuration...

Rovsters .
Summary Steps

1. enable

2. configure terminal

3. ip dhcp excluded-address low-ip-address [high-ip-address)

4. ip dhep pool pool-name

5. network ip-address [mask | Iprefix-length]

6. default-router ip-address

1. exit

8. exit
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N

Configuring a DHCP IP Address Pool for the Data Network

Note

It is recommended to save a copy of the router configuration for backup purposes.

Detailed Steps

Table 7

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Detailed Steps for Configuring a DHCP IP Address Pool

Command or Action

Purpose

enable

Example:
Router>enable

Enters privileged EXEC mode.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

ip dhcp excluded-address low-ip-address [high-ip
address]

Example:
Router (config)# dhcp excluded-address 10.1.10.1
10.1.10.10

Specifies IP addresses that should not be assigned to
clients.

ip dhcp pool pool-name

Example:
Router (config)# ip dhcp pool data

Creates a name for the DHCP server address pool
and enters DHCP pool configuration mode.

network ip-address [mask | /prefix-length]

Example:
Router (dhcp-config)# network 10.1.10.1 255.255.255.0

Specifies the IP address of the DHCP address pool
and the optional mask or number of bits in the
address prefix, preceded by a forward slash.

default-router ip-address

Example:
Router (dhcp-config)# default-router 10.1.10.1

Specifies the router to which the IP phones are
connected. This router is either a Cisco CME router
or any Cisco router attached to the Cisco CME
router.

Note  As long as the Cisco IP phones have
connection to the Cisco CME router, the
Cisco IP phones can get the required

network details.

exit

Example:
Router (dhcp-config) # exit

Exits DHCP pool configuration mode.
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I Configuring a DHCP IP Address Pool for the Data Network

Command or Action Purpose
Step8  exit Exits global configuration mode.
Example:
Router (config)# exit
Step9 wr Writes the changes to the configuration file.
Example:

Router# wr

Testing the Installation

The DHCP server is now set up for the data side of the network. Perform the following steps to ensure
that DHCP is properly set up.

Step1  Enter the show ip dhcp server stat command to ensure that the DHCP server is running and to display
any queries made to it.

Step2  Enter the show ip dhcp pool command to display configured DHCP pools.

What to Do Next

Once you configure a DHCP IP pool for the data network using the Summary or Detailed Steps, proceed
to configure separate voice and data VLANS for the data network (see the “Configuring Separate Data
and Voice VLANSs” section on page 65).
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Configuring Separate Data and Voice VLANs [l

Configuring Separate Data and Voice VLANs

It is recommended that you create separate VLANSs for voice and data on your switch.

Summary steps (see Figure 112) list the steps necessary to set up separate VLANSs for your voice and

data networks. For detailed steps with examples, see Table 8.

Figure 112 Configuring Separate Data and Voice VLANs
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Suitchren

Suitchtivlan data

#% Harning: It is recommended to configure VYLAN from config mode,
as YLAN database wode is being deprecated. Please consult user
documentation for configuring YTP/VLAN in config mode.

Suitch(vlian)tvian 10 Hame DATA
VLAN 10 nodified:

Nanme: DATA
Suitch(vlian)tvlan 20 Nane YOICE
VLAN 20 nodified:

Nanme: VOICE
Suitch(vlan)tapply
APPLY conpleted.
Suitch(vlan)texit
APPLY conpleted.
Exiting....
Suitch#configure terminal
Enter configuration comnands, one per line. End with CHTL/Z.
Suitch(config)#interface vlan 10
Suitch(config-if)#ip address 10.1.10.10 255.255.255.0
Suitch(config-if)#exit
Suitch(config)#interface vlan 20
Suitch(config-if)#ip address 10.1.20.10 255.255.255.0
Suitch(config-if)#exit
Suitch(config)#
Suitchiur
22:42:21: #¥5¥5-5-CONFIG_I: Configured from console by console
Building configuration...
[OK1
Suitchtfll

978, & WT400-7 -- COMI at 9600 baud 00:2z:39
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Summary Steps
1. enable
2. vlan data
3. vlan vian-number name vian-name (for data)
4. vlan vian-number name vian-name (for voice)
5. apply
6. exit
1. configure terminal
8. interface vlan vian-number
9. ip address ip-address subnet mask
10. exit
11. interface vlan vian-number
12. ip address ip-address subnet mask
13. exit
14. exit
15. wr

N

Note It is recommended to save a copy of the switch configuration for backup purposes.

Detailed Steps

Table 8 Detailed Steps for Configuring Separate Data and Voice VLANs

Command or Action

Purpose

Step1  enable

Example:
Switch>enable

Enters privileged EXEC mode.

Step2 vlan data

Example:
Switch# vlan data

Enters VLAN configuration mode and defines a
string used to name the VLAN.

Step 3 vlan vlian-number name vlan-name

Example:

Switch(vlan)# vlan 10 name DATA
VLAN 10 modified

Name: DATA

Configures the specified VLAN and defines a text
string used as the name of the VLAN.
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Configuring Separate Data and Voice VLANs [l

Command or Action

Purpose

vlan vlan-number name vlan-name

Example:

Switch(vlan)# vlan 20 name VOICE
VLAN 20 modified

Name: VOICE

Configures the specified VLAN and defines a text
string used as the name of the VLAN.

apply

Example:
Switch(vlan)# apply
APPLY completed.

Saves changed configuration parameters.

exit

Example:
Switch(vlan)# exit
APPLY completed
Exiting....

Exits VLAN configuration mode.

configure terminal

Example:
Switch# configure terminal

Enters global configuration mode.

interface vlan-number

Example:
Switch(config)# interface vlan 10

Configures the specified interface type and enters
interface configuration mode.

ip address ip-address subnet mask

Example:
Switch(config-if)# ip address 10.1.10.10
255.255.255.0

Assigns an IP address to the VLAN.

exit

Example:
Switch(config-if)# exit

Exits interface configuration mode.

interface vlan-number

Example:
Switch(config)# interface vlan 20

Configures the specified interface type and enters
interface configuration mode.

ip address ip-address subnet mask

Example:
Switch(config-if)# ip address 10.1.20.10
255.255.255.0

Assigns an IP address to the VLAN.
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Command or Action Purpose

Step13 exit Exits interface configuration mode.

Example:
Switch(config-if)# exit

Step14 exit Exits global configuration mode.

Example:
Switch(config)# exit

Step15 wr Writes the changes to the configuration file.

Example:
Switch# wr

Figure 113 summarizes the LAN switch interface configuration.

Figure 113 LAN Switch Interface Configuration
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interface FastEthernet0/2

description Data Vlan 10 - Voice Vlan 20
suitchport access vlan 10

suitchport trunk encapsulation dotlg
suitchport mode access

suitchport voice vlan 20

spanning-tree portfast

1

interface FastEthernet0/3

description Data Vlan 10 - Voice Vlan 20
suitchport access vlan 10

suitchport trunk encapsulation dotlg
suitchport mode access

suitchport voice vlan 20

spanning-tree portfast

1

interface FastEthernet0/4

description Data Vlan 10 - Voice Vlan 20
suitchport access vlan 10

suitchport trunk encapsulation dotlg
suitchport mode access

suitchport voice vlan 20

spanning-tree portfast

1

interface FastEthernet0/5

description Data Vlan 10 - Voice Vlan 20
suitchport access vlan 10

suitchport trunk encapsulation dotlg
suitchport mode access

suitchport voice vlan 20

spanning-tree portfast

1
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This completes the voice network configuration.
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What to Do Next

Testing the Installation

VLANSs are now configured on the switch. Use the show interface command to verify that the VLANs
are configured. IP addresssing will not appear in any routing table until the interfaces are running.

Once the switch is configured, IP phones and stations should connect using different IP addressing.

Step 1 Enter the ipconfig command to see the IP configuration.
Step2  Press settings on the IP phone and look for IP addressing under Network Configuration.

Step3  Plug in multiple IP phones and initiate a call.

What to Do Next

To configure security on the voice network, see the “Configuring Security on the Voice Network™ section
on page 71.
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Il What to Do Next
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Configuring Security on the Voice Network

This chapter describes the procedure for configuring security on your Cisco BCS Verified Designs
network using Cisco Security Device Manager (SDM). Cisco SDM is a web-based device management
tool supported on Cisco ISR routers. Cisco SDM provides smart wizards to help you add security to your
voice network.

When configuring security on Cisco Business Communications Solution Verified Designs, accept all
default values presented by the Cisco SDM windows. This enables a generic security level that provides
basic security for the voice network.

Contents

This chapter contains the following sections:
e Launching Cisco SDM, page 71
e Configuring Intrusion Prevention, page 75
e Configuring a Basic Firewall, page 81

e Performing a Security Audit, page 88

Launching Cisco SDM

Step 1 Launch Cisco SDM from the Start menu on your PC (see Figure 114):

Figure 114 Launching Cisco SDM

M@ Cisco Systems M@ CiscoS0M B Cisco SDM

I HTML Help Workshop v\ B Aironet Client Maritar ER Urinstal =
Loy |

I METCommocs vl B sironet Client Utility (ACU) ¥
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Step2  When prompted, enter the IP address of your Cisco CME router (see Figure 115):

Figure 115 SDM Launcher

A5 SDM Launcher

SOk will be launched from the PC using the Cisco SYSTEMS
default browser.

Enter the Address; 10.1.33.1 Ll

[~ Thiz device has HTTPS enabled and | want bo use it.

Launch | Cloze |

142182

Step3  Enter your SDM level-15 username and password (see Figure 116):

Figure 116 Level 15 Access Prompt

Connect to 10.1.33.1

lewel 15 or view_access

Lser name: | €7 admin w |

Password: | sennnsl |

142153 [ Iremember my password

[ oK ] [ Cancel

1421832

Note  If you need to create a user account defined with privilege level 15 (enable privileges), enter the
following command in global configuration mode, replacing username and password with the strings
that you want to use:

Router(config)# username username privilege 15 secret 0 password
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Step 4

Click Yes on any security warning that you receive (see Figure 117):

Figure 117  Security Warning

Do youwant to trust the signed applet distributed by "Cisco Systems, Inc."?

Fublisher authenticity verified by: "WeriSign, Inc."

The security cedificate was issued by a company that is trusted.

The security cedificate has not expired and is still valid.

Caution: "Cisco Systems, Inc" asserts that this content is safe. You should only
accept this content ifyou trust"Cisca Systems, Inc." to make that assertion.

More Details

| Yes || Mo || Always |

142189

Cisco SDM downloads the current configuration (see Figure 118):

Figure 118 SDM Status Dialog

Status

Fopulating modules... - MAT

E Please waitwhile SDM is loading the current configuration frorm wour
router.

142184

Launching Cisco SDM
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Once Cisco SDM installs, the Cisco SDM home page appears (see Figure 119):

Figure 119 SDM Home Page

92 Cisco Router and Security Device Manager (SDM): 10.1.33.1
File Edit View Tools Help

3 i o E] 2 Cisco SYSTEMS
@ Home ﬁ@ Configure Manitor ‘ Ay e Hep M

About Your Router Host Name: Cisco_2821a

Software Mare ...

Hardware

Model Type: Cisco 2821 105 Version: 12301176
Available / Total Memony(MB): 136/256 MB SDM Version: 211
Total Flash Capacity: 61 mMB

—
—

Cisco 2821
Feature Availability:

Configuration Overview Wiewy Running Config

%, Interfaces and Connections (=10 1)

Total Supported LAN: 1 Total Supported WAN: 1(Serial)
Configured LAN Interface: 1} Total WAN Connections: 1(FPF
DHCP Server: Configured

Firewall Policies

IPSec (Site-to-Site): 0 GRE over IPSec: o
Xauth Login Required: 0 Easy VPN Remote: o
No. of DMVPH Clients: 0 Ho. of Active VPN Clients: o

Ho. of Static Route: 1 Active Signatures: 225
Dynamic Routing Protocols: EIGRP No. of IPS-enabled Interfaces: 1

J

View home page 21:52:32 UTG Thu Jul 28 2005 é‘

135783

Step5  Click Configure on the Cisco SDM Home page menu.
The Cisco SDM task bar appears on the left (see Figure 120):

Figure 120 Cisco SDM Task Bar

Tasks ‘

Intrusion Prevention

@_

Guality of ¢

i

Additional Tasks

142183
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Configuring Intrusion Prevention

Configuring Intrusion Prevention

The Intrusion Prevention System (IPS) is a Cisco SDM feature that allows you to configure signatures
on the router to detect and prevent intrusive traffic on your network. The file ips.tar must be present in
router flash or disk memory for IPS to run, and the Cisco IOS image on the router must support IPS.

IPS allows you to selectively enable, disable, edit, and delete signatures the router uses. You can select
the interfaces and traffic directions on which to apply IPS, create rules that determine which traffic is
examined, import Signature Definition Files (SDFs), and specify SDF locations for the router.

Perform the following steps to configure intrusion protection for your voice network.

Step 1 Click Intrusion Prevention from Tasks.

The Cisco IPS window appears (see Figure 121).

Figure 121 Cisco SDM Intrusion Prevention System

co Router and Security Device Manager (SDM): 10.1.33.1

File Edit View Tools Help
i @ =2 ) Cisco SYSTEMS
@ Haome i':% Configure Mo tor Fefresh Save Hal
© Intrusioh Prevention System (IPS)
—
Intrusion Prevention System
— Intrusion Prevention System
Use IP5 ta perform signature management. Click Launch IPS to start.
Mote-IPS will open in a new window. Ensure that your popup blocker is disabled
Launch IPS |
w
w
&
Intrusion Prevention Systemn (IPS) 21:35:11 UTC Thu Jul 28 2005 é‘ [z}

Step2  Click Launch IPS.
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Once Cisco SDM loads the IPS configuration (see Figure 122),
Figure 122 IPS Configuration Status Message

Status

i

Flease waitwhile SDM IPS loads the IPS configuration.

Dizscovering rauter hardware attributes . .

142243

the Cisco SDM Intrusion Prevention window appears (see Figure 123):

Figure 123 Cisco SDM Intrusion Prevention System

isco Router and Security Device Manager(SDM) - Intrusion Prevention - 10.1.33.1
File Edit View Help

Cisco SsTEns

: @ =) ?
@ bens éﬁé Cmlfgm Refiesh  Save Help
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Cisco_2821a
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l Available / Total Memory{MB): 13B6/256 MB SDM Version: 211
Total Flash Capacity: i1 MB
Cisco 2821 pacity:
< 7] 7] <

Configuration Overview

B, Interface IPS Status

Inbound IPS
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Disalled
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GigahitEthernetlin.7 3

<

=, Signature Status

Active Sighatures: 225
Loaded Signature Location: flaghiil 28MB. sdf

Hotification:

|

Digal
Disabled
Disabled i
I
Sysloy, SDEE

Thin

Please waitl SDEE guery in progress...

Yisw BDEE Messases... |

“Wieny home page

142175

16:42:54 UTC Fri Aug 05 2005

Step3  Click Configure.
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Step 4

Configuring Intrusion Prevention

The IPS Rules window appears (seeFigure 124):

Figure 124 IPS Rules Window

co Router and Security Device Manager(SDM) - Intrusion Prevention - 10.1.33.1

File Edit View Help

#. IPS Rules

||merfaces: Al Interfaces | @ Eratle (2 Edit @ Disable B Disable Al
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Service-Enginel/1  Unnumberad Disabled Disablad on
3 16 g En d i
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_ ey = 2 Cisco SvsTews
@ tome 5y Configus Fiefiesh  Save Helo M
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The IPS Rules window automatically configures its rules set for Cisco Business Communications

Solution Verified Designs.

If desired, click View SDEE Messages to view message (see Figure 125):

Figure 125 SDEE Messages

&) SDEE Messages

SDEE Messages:  |EATHINE ~

Tirne | Type | Description 1]
18:29:458 UTC Thu Aug 11 2005 Status SDF_LOAD_SUCCESS: SDF loaded successfully fram flashiif 28MB.sd
18:29:45 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: OTHER - 4 signatures - 1 of 15 engines

18:29:458 UTC Thu Aug 11 2005 Status ENGINE_READY: OTHER - 0 ms - packets for this engine will he scanng
18:29:45 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: MULTI-STRIMNG - 0 signatures - 2 of 15 engines
18:29:458 UTC Thu Aug 11 2005 Status ENGINE_BUILD_SKIPPED: MULTI-STRIMG - there are no new signaturg
18:29:45 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: STRING.ICMP - 1 signatures - 3 of 15 engines
18:29:458 UTC Thu Aug 11 2005 Status ENGINE_READY: STRING.ICMP - 12 ms - packets for this engine will be
18:29:45 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: STRING.LUDP - 17 signatures - 4 of 15 engines
18:29:458 UTC Thu Aug 11 2005 Status ENGINE_READY: STRING.UDF - 68 ms - packets far this engine will he
18:29:45 UTC Thu Aug 11 2005 Status ENGIMNE_BUILDING: STRING TCP - 58 signatures - 5 of 15 engines
18:29:49 UTC Thu Aug 11 2005 Status ENGINE_READY: STRING TCP - 4256 ms - packets for this engine will
18:29:49 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: SERVICE.FTF - 3 signatures - 6 of 15 engines
18:29:49 UTC Thu Aug 11 2005 Status ENGINE_READY: SERVICE.FTP - 8 ms - packets for this engine will he 4
18:29:49 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: SERVICE.SMTF - 2 signatures - 7 of 15 engines
18:29:49 UTC Thu Aug 11 2005 Status ENGINE_READY: SERVICE.SMTP - 104 ms - packets for this engine will
18:29:49 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: SERVICE.RPC - 29 signatures - 8 of 15 engines
18:29:50 UTC Thu Aug 11 2005 Status ENGINE_READY: SERVICE.RPC - 116 m= - packets for this engine will §—
18:29:50 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: SERVICE.DMS - 31 signatures - 8 of 15 engines
18:29:50 UTC Thu Aug 11 2005 Status ENGINE_READY: SERVICE.DNS - 12 ms - packets for this engine will b
18:29:50 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: SERVICEHTTP - 132 signatures - 10 of 15 engines
18:30:02 UTC Thu Aug 11 2005 Status ENGINE_READY: SERVICE.HTTP - 12496 ms - packets for this engine
18:30:02 UTC Thu Aug 11 2005 Status ENGINE_BUILDING: ATOMIC. TCP - 10 signatures - 11 of 15 engines
18:30:02 UTC Thu Aug 11 2005 Status ENGINE_READY: ATOMIC.TCP - 4 ms - packets for this engine will he 5 .
< [ o

Refresh | Close | Help |

When you finish viewing SDEE messages, click Close.

142244

142177
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I Configuring Intrusion Prevention

Step5  Click Signatures.
The IPS Signatures window appears (see Figure 126):

Figure 126 IPS Signatures

] - Intrusion Prevention - 10.1.33.1

File Edit View Help
_ = 2 Cisco SvsTews
H Conf
@ e ﬁé S Refresh Save Help
Tasks =5 IPS Sighatures
Select By [al Signatures v | Criteria: [-twa-- v | Tatal [225] New [0] Deleted [0]
Bk Select Al g Add ~ [ Edit {if Delete ¢ Enable @ Disable B3 Import [ Details
Sevetity Enuire: J
medium
e VAR Metegrity Sitebinder & alarm SERVICE HTTP
Q 5108 a ARY Metegrity SiteMinder a... alarm lowy SERVICEHTTP
alarm
o 1104 0 | Localhost drop high ATOMIC L3P
Q 065 a ARY & kopia MiniYend acce... alarm lowy SERVICEHTTP
q alarm
e 1102 a Impossible IP packet drop high ATOMIC.L3P
[ 4819 0 | Invalid DHCP Packet alarm medium ATOMIC UDP
e FIm [t} SMTP To: Bounce alarm medium SERWICE.SMTP
e 5054 1 VAN Alibaba attack 2 alarm loway SERVICEHTTP
[} S04 0 i Alibaba attack 2 alarm lowr SERVICEHTTP
e 5102 a WY phpPhotoslkum explor... alarm =% SERVICEHTTP
e 5100 a ViAWY CGI Center Auction ... alarm loww SERVICEHTTP
a~ ANRA n VAR wehinis rave cri attack | alarm merdium SFRVICF HTTP j
Apply Changes Discard Changes
View SDEE Messages... || &
&=
IPS Signatures 164725 UTC Fri Aug 05 2005 =
IPS Ssignatures are automatically assigned to Cisco Business Communications Solution Verified

Designs.

Step6  Click Global Settings.
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Configuring Intrusion Prevention

The IPS Global Settings window appears (see Figure 127):

Figure 127 IPS Global Settings

¥ Cisco Router and Security Device Manager(SDM) - Intrusion Prevention - 10.1.33.1
File Edit View Help

ﬁ; 2 Cisco SsTEns
H %, Corli
@ e S Refresh Save Help

Tasks i Global Settings

(& Ecit

ltem MName ltem Yalue
wslog Enabled
SDEE Enabled
GDEE Events 200
SDEE Subscription 1
Engine Cptions
Fail Closed Disabled
Use Builkin Signatures {as backup) Enabled

Configured SDF Locations: | &k Add [Z Edit fif Delete 4 hiove Up & Move Down

Wiew SDEE Messages...

Global Seftings 16:47:50 UTC Fri Aug 05 2005

142174

IPS global settings appear for the network.
Step7  Click Save.

Installing Cisco Business Communications Solution Verified Designs
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I Configuring Intrusion Prevention

Step8  Click Yes to copy the configuration to the router (see Figure 128):

Figure 128 Acknowledging Configuration Copying

Warning [z

& You have chosen to copy the running config to the startup config of your
router. Mote: This operation may take some time ta finish. {Click Yes to
proceed, or Mo to quit)

142180

Step 9 When you are finished with IPS, select exit from the File menu and click Yes to confirm your exit
(see Figure 129):

Figure 129 Exiting IPS

Are you sure? E|

& Are you sure you want to exit from SOM IPS? Click"Yes" to exit from IPS ar
"Mo" to continue using IPS.

Mo

142173
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Configuring a Basic Firewall

Configuring a Basic Firewall

A firewall is a set of rules used to protect the resources of your LAN. These rules filter the packets
arriving at the router. If a packet does not meet the criteria specified in the rule, it is dropped. If it does
meet the criteria, it is allowed to pass through the interface that the rule is applied to. Cisco SDM
Firewall Wizard secures your firewall by using predefined rules to protect your voice network from the
most common outside attacks.

Perform the following steps to configure a basic firewall for the voice network.

Step 1 Click Firewall and ACL from Tasks.
The Cisco SDM Firewall and ACL window appears (see Figure 130):

Figure 130 Cisco SDM Firewall and ACL Window

co Router and Security Device Manager (SDM): 10.1.33.1
File Edit View Tools Help

i o E] 2 Cisco SYSTEMS
@ Home Configure Manitor Ay e Help M

Tasks B ewall and A

Create Firewall | Edit Firewall Policy F ACL

SDM can guide you through Firewall configuration. Select a task, then click -
Launch the selectad task. Use Case Scenario

i+ Basic Firewall

Use Basic Firevvall wizard to apply pre-defined rules to protect your private
netyvork from the most common sttacks. Basic Fireweall will not sllow you to
configure DMZ services (for example, Wiwy, FTP.

" Advanced Firewall

Use Advanced Fireveall wizard to apply either pre-defined rules or your own
customized rules to protect you private network from the most commmon sttacks.
Actvanced Firewall will allow you to configure DM services (for exatple,

VY, FTP).
Launch the selected task |
Howrda . |How Do | Configure a Firewall on an Unsupported Interface? j Go
5
Firewall and ACL 1616810 UTC Fri Aug 05 2005 é‘ g

Step2  Sclect Basic Firewall.
Step3  Click Launch the selected task.
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I Configuring a Basic Firewall

The Cisco SDM Basic Firewall Configuration Wizard window appears (see Figure 131):

Figure 131 Cisco SDM Firewall Wizard

Firewall Wizard rz|
Basic Firewall Configuration Wizard

Basic Firewall will allow you secure yaur Internet access router fast and easily. It
use pre-defined rules to allow private netwark users to access the Internet, and
protects your private network from the most commaoan outside attacks.

Easic Firewall:

*Applies default access rules to insidedrusted) and outsideduntrusted) interfaces.

*Applies default inspection rule to outside{untrusted) interface.

* Enahles [P unicast reverse-path forwarding on the outsidef{untrusted) interface.

To continue, click Next.

| Cancel| Help |

142170

Step4  Click Next.
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Configuring a Basic Firewall

The Basic Firewall Interface Configuration window appears (see Figure 132):

Figure 132 Basic Firewall Interface Configuration Window

Firewall Wizard rz|
Basic Firewall Interface Configuration
Select an outside{untrusted) interface from the drop down list. Outside{untrusted)
interface is the interface facing the Internet.

Mote: Da not select the interface thraugh which you accessed SDM as the outside
{untrusted) interface. You cannot launch SDM fram the outside {untrusted)
interface after the Firewall YWizard completes.

Qutsidefuntrusted) Interface: | Serial0r2/i0 j

Select insidetrusted) interfaces. SDM will apply access rules on the selected
interfaces. Unselected interfaces are not affected.

Insideirusted) Interfaces: Iv GigahitEthernet0/0.33 -
Iv GigahitEthernet0/.53

Iv GigahitEthernet0/0.73 -
Iv Service-Enginedil

Access rule log option:
|TV Add log option to anonymously denied access rule entries.

< Back | Next»

| Cancel| Help |

142166

Step5 By default, the outside untrusted interface appears in the drop-down menu.
Step6  Click Next.
Step7  Click Yes to acknowledge any warning that appears (see Figure 133):

Figure 133 Cisco SDM Detection Warning

& SDM detected that vou have outhound inspection rule configured an
outsidefuntrusted) interfaces. In arder to successfully run fireveall wizard,
SDM will de-associate the inspection rule.

Serialr2f0 outhound inspection rule: DEFALILT100

Yes Mo

142190
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I Configuring a Basic Firewall

Step8  Click OK to acknowledge any warning that appears (see Figure 134):

Figure 134 Cisco SDM Launch Warning

Warning fg

A Mote: You cannot launch SOM from the following interfaces after the
Firewall Wizard completes:

Serial0rzin

ok |

142191

The Firewall Summary window appears (see Figure 135):

Figure 135 Cisco SDM Firewall Summary Window

Firewall Wizard L

Internet Firewall Configuration Summary

GigahitEthernet0/0.73 (10.1.73.1)

Service-Engine0f {GigabitEthernet0i0. 33)

Apply access rule to the inbound direction to deny spoofing traffic.

Apply access rule to the inbound direction to deny traffic sourced fram hroadcast,
Apply access rule to the inbound direction to permit all other traffic.

>

Qutsidefuntrusted) Interface:

Serial0i2io {192.168.1.9)

Apply default inspection rule to the outhound direction.

Turn on unicast reverse path forwarding check.

Apply access rule to the inbound direction to permit IPSec tunnel traffic if necess:
Apply access rule to the inbound direction to permit GRE tunnel traffic for interfac
Apply access rule to the inbound direction to permit ICKWP traffic.

Apply access rule to the inbound direction to permit NTP traffic if necessary.
Apply access rule to the inbound direction to deny spoofing traffic.

Apply access rule to the inbound direction to deny traffic sourced fram hroadcast,
Apply access rule to the inbound direction to deny all other traffic.

[

|~
|

142163

<Elack| | Finizh | Cancel| Help |

Step9  Click Finish.
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Configuring a Basic Firewall

The Routing Traffic Configuration dialog appears (see Figure 136):

Figure 136 Routing Traffic Configuration Dialog

| Lz]

Routing traffic options

SDM detects that yvou have the following routing protocol(s)
configured on the outsidef{untrusted) interface (Serial0r20)

=
~

[v Allow EIGRF updates come through the firewall.

]34 Cancel Help

142181

Step10 Click OK.
The Command Delivery Status dialog appears (see Figure 137):

Figure 137 Command Delivery Status Dialog
: x|

Command Delivery Status:

Freparing commands far deliveny. .
Suhbmitting 51 commands, please wait...
Caonfiguration delivered to router.

I
0] 8

142163

Step 11 Click OK.
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I Configuring a Basic Firewall

The successfully configured firewall dialog appears (see Figure 138):

Figure 138 Successfully Configured Firewall Dialog

Information

X

@ You have successfully configured firewwall on your rauter,

_OK |

135764

Step12 Click OK.

The Edit Firewall Policy window appears (see Figure 139):

Figure 139 Edit Firewall Policy/ACL Window

Cisco Router and Security Device Manager (SDM): 10.1.33.1
File Edit View Tools Help

i':% Configure Monitor

& Firewall and A

Create Firewall | Edit Firewall Policy / ACL
|Se\ectamrecli0n From: |GigabitEthernet0r0.33 ;I To: |G\gab\tElhemetUJU 53:[ Go Wiew Option '\‘l

GigabitEthernet0/0.33 GigabitEthernet0/0.53

= Originating traffic EE!E) - .

" Returning traffic I

) Cisco SYSTEMS
Refresh Save Help

o

- 4

105 Firewall : Inactive { from GigabitEthernet0iD.33 to GigabitEthernet/0.53 )

Security Audit ) -
Services < dpAdd - [Ef Edit g Cut Copy @ Paste - ||G\gab\tEthemetU.lU 33-inbound = | £ Apnly Firewall
t Action | Source Destination Service Log Option Description
Routing %) 0.0.0.2¢
@ Deny F 19216818000 % any e ip
"#f, @ Deny 10173000025 % any ae-ip
fil @ Deny = 255255255255 % any aecip
HAT @ Deny ZH127.00.060.2552 % any ae-ip
 Permit % any * any 2e-ip
@ I I >
Intrusion Pravention [NIEIETPEv e % Add- B EJL B Deelz | Gk Giokal Setings | Surrriary P8l Datails
&= Application Protocol Description ‘
Cwality of
Rdditional Tasks

Apply Changes | Discard Changes

Configuration delivered to router.

142165

16:24:11 UTC Fri Aug 05 2005 é‘

Step 13 Click Save to save the firewall configuration.
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Click Yes to acknowledge the write to startup warning (see Figure 140):

Figure 140 Cisco SDM Write to Startup Config Warning

DM YWrite to Startup Config Warning

Configuring a Basic Firewall

You hawve chosen to copy the running config to the statup config of your

router.

kate: This operation may take some time ta finish.

Do you want to cantinue?

fes

Mo

142346

Figure 141 shows an example of the firewall configuration.

Figure 141 Firewall Configuration

Telnet 10.1.33.1

access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
access—list
|;|o cdp run

remark
remark
deny
deny
deny
deny
deny
permit
remark
remark
deny
deny
deny
deny
deny
permit
remark
remark
deny
deny
deny
deny
deny
permit
remark
remark
deny
deny
deny
deny
deny
permit
remark
remark
deny
deny
deny
permit
permit
permit
permit
deny
deny
deny
deny
deny
deny
deny

auto generated by SDM firewall

SDM_ACL Category=8

ip 18.1.53.8 A.A.8.255 any

ip 192.168.1.8 A.8.0.3 any

ip 18.1.73.8 A.A.A.255 any

ip host 255.255.255.255 any

ip 127.8.8.8 @A.255.255.255 any

ip any any

auto generated by SDM firewall

SDM_ACL Category=8

ip 1A.1.33.8 A.8.A.255 any

ip 192.168.1.8 A.8.0.3 any

ip 18.1.73.8 A.A.A.255 any

ip host 255.255.255.255 any

ip 127.8.8.8 @A.255.255.255 any

ip any any

auto generated by SDM firewall

SDM_ACL Category=8

ip 1A.1.33.8 A.8.A.255 any
1@.1.53 a 255 any
192.168.1.8 A.A.8.3 any
host 255.255.255.255 any
127.8.8.8 B.255.255.255 any

P any any

auto generated by SDM firewall

SDM_ACL Category=8

ip 18.1.53.8 A.A.8.255 any

ip 192.168.1.8 A.8.0.3 any

ip 18.1.73.8 A.A.A.255 any

ip host 255.255.255.255 any

ip 127.8.8.8 @A.255.255.255 any

ip any any

auto generated by SDM firewall

SDM_ACL Category=8

ip 18.1.33.8 A.A.8.255 any

ip 18.1.53.8 A.A.A.255 any

ip 18.1.73.8 A.8.8.255 any

icmp any host 192.168.1.9 echo—
icmp any host 192.168.1.9 time—

configuration

configuration

configuration

configuration

configuration

reply
exceeded

icmp any host 192.168.1.% unreachable

eigrp any any
ip 1H.8.8.@ B.255.255.255 any
172.16.8.8 A.15.255.255 any
] .8 A.8.255.255 any

127.8.8.8 B.255.255.255 any
host 255.255.255.255 any
host B.8.8.8 any

any any log

142164
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I Performing a Security Audit

Performing a Security Audit

The Security Audit wizard tests your router configuration to determine if any potential security problems
exist in the configuration, and then presents you with a window that lets you identify which of those
security problems you want to fix. Once the problems are identified, the Security Audit wizard makes
the necessary changes to the router configuration to fix those problems.

Perform the following steps to have Cisco SDM perform a security audit and then fix the problems that
it finds.

Step1  Click Security Audit from Tasks.
The Cisco SDM Security Audit window appears (see Figure 142):

Figure 142 Cisco SDM Security Audit Window

o Router and Security Device Manager (SDM): 10.1.33.1
File Edit View Tools Help

. @ @ =] 2 Cisco SYSTEMS
@ Home i':% Configure - Monitar Fefresh Sare Hop M

Tasks & Aud

— Becurity Audit

Use Case Scenario

SDM will tun & seties of predefined checklistto a5sess your router's security
configuration. Once finished, SO will present you with & list of recommended
actions, which you may choose to apply. Or, you may directly perform one step
router lock-down by using the below option.

Security Audit
Perform security audit
Routing
tal: —— One-step lockdown
,.
o One-step lockdawn configures the rauter with set of defined security features
HAT with recormmended settings. Clicking the belovw button will deliver the
configurations to the router.
]
Intrusion Prevention
Gualty o
Rdditional Tasks
One-step lackdain .
Ing
g
o
Security Audit 21:49:29 UTC Thu Jul 28 2005 é‘ i}

Step2  Click Perform security audit.
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Step 3

The Security Audit

Performing a Security Audit 1l

Wizard Welcome window appears (see Figure 143):

Figure 143 Cisco SDM Security Audit Wizard Welcome Window

Security Audit Wizard

then provides a list of recommended configuration changes in arder to make yaur

topics.

| Security audit will

Welcome to the security audit wizard

Security audit is a feature that examines your existing router configuration and

router and network more secure.

For a complete list of functions security audit checks for, see the On-line help

= Checkthe router's running confiy. against a list of predefined security
canfiguration settings.

List identified problems then provide recommendations for fixing them.

Allow the user to choose which identified problemds) to fix then display the
appropriate user interface for fixing them.

Configures the router with user chosen security configuration.

To continue click next.

142161

| Cancel| Help |

Click Next.
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I Performing a Security Audit

The Security Audit Interface Configuration window appears (see Figure 144):

Figure 144 Cisco Security Audit Interface Configuration Window

Security Audit Wizard |X|
Security audit interface configuration

Selectinside drusted) and outside {untrusted) interfaces. You can select one ar mare
inside rustedyioutside (untrusted) interfaces.

Interface | Qutside (Untrusted) | Inside (Trusted)
GigahitEthernetin. 33
GigahitEthernetin a3
GigahitEthernetin. 73
) | Serice-Engine0i
Serial0izi0

U0 i i |
IR R

Click next to perform the checking of security configurations on the rauter whether itis
canfigured ar nat.

o
P
s
)
]

<Back | Next> | ririen | cancel | Help |

Step4d  Click Next.
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Performing a Security Audit 1l

The Security Audit wizard tests your router configuration to determine which possible security problems
may exist. A window showing the progress of this action appears (see Figure 145), listing all of the
configuration options being tested, and whether the current router configuration passes those tests.

Figure 145 Security Audit Actions

Security Audit g‘

Please wait while Security Audit checks ifthe recommended security settings
are configured on the router.

Nol Item Mame | Status =
1 Disable Finger Semice W' Passed

2 Disable PAD Service ¥ MotPassed

3 Disable TGP small servers Senice W Passed

4 Disable UDP small servers Service w' Passed

5 Disable |P bootp serwer Servie > MotPassed

G Disable [P ident Service ' Passed

7 Disable COP w' Passed

8 Disahle IP source route »® Mot Passed [
9  Enable Password encryption Service ¥ Mot Passed

10 Enable TCP Keepalives for inbound telnet sessions ¥ Mot Passed

11 Enahle TCP Keepalives for outbound telnet sessions ¥ Mot Passed

12 Enable Sequence Mumbers and Time Stamps on Dehugs ¥ MotPassed

13 Enahle IP CEF W Passed

14 Disable |P Gratituous Arps ' Passed

18 SetMinimum Passward lenagth to less than B characters X Mot Passed

16 SetAuthentication Failure Rate to less than 3 retries ¥ Mot Passed

17 BetTCP Synwaittime ¢ Mot Passed |«

Click "Close" to continue fixing the identified security problerms aor undaing the
canfigured security canfigurations in the router.

Close Save Report

136779

If you want to save this report to a file, click Save Report.
Step5  Click Close.
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I Performing a Security Audit

The Security Audit Report Card window appears, showing a list of possible security problems (see
Figure 146):

Figure 146 Cisco Security Audit Report Card

Security Audit Wizard

~ Selectan option: | Fixthe Security prablems j

Checkthe "Fix-it' checkbox next to the settings you want to fix. Then, click "Mext" to continue.
You may he prompted far mare infarmation to fix cerain settings.

Mo Security Problems [dentified Action |+
1 PAD Senice is enabled I~ Fixit

2 P hootp server Servee is enabled I~ Fixit

3 |P source route is enabled I~ Fixit

4 Password encryption Service is disabled I~ Fixit

5 TCP Keepalives for inhound telnet sessions is disabled I~ Fixit

B TCP Keepalives for outhound telnet sessions is disabled I~ Fixit

¥ Seguence Mumhers and Time Stamps on Debugs are disabled I~ Fixit

8 Minimum Password length is disabled or less than B characters I~ Fixit

9 authentication Failure Rate is disabled or less than 3 retries I~ Fixit
10 TCP Synwait time is not set I~ Fixit
11 Banneris not set I~ Fixit
12 Logaing is not enabled I~ Fixit
13 Enable Secret Passward i nat set I~ Fixit
14 Telnet settings are not enabled I~ Fixit
15 MetFlow switching is not enabled I~ Fixit
16 |P Redirects is enabled ™ Fiit

< Back | Next»

| Cancel| Help ||

135780
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Step 6

Step 7
Step 8

Step 9

Performing a Security Audit 1l

Check the Fix it check boxes next to any problems that you want Cisco SDM to fix (see Figure 147). For
a description of the problem and a list of the Cisco IOS commands that will be added to your
configuration, click the problem description to display a help page about that problem.

Figure 147 Cisco SDM Fix It Boxes

Security Audit Wizard

~— Select an option: =l

Checkthe "Fix-it' checkbox next to the settings you want to fix. Then, click "Mext" to continue.
You may he prompted for mare information to fix certain settings.

Mo Security Prablems Identified Action |+
1 PAD Senice is enabled I~ Fixit

2 P hoaotp server Servce is enabled I~ Fixit

3 |P source route is enabled I~ Fixit

4 Password encryption Service is disahled I~ Fixit

5 TCP Keepalives for inhound telnet sessions is disabled I~ Fixit

B TCP Keepalives for outhound telnet sessions is disabled I~ Fixit

¥ Seguence Mumhers and Time Stamps on Dehugs are disabled I~ Fixit

8 Minimum Password length is disahled ar less than B characters I~ Fixit

9 Authentication Failure Rate is disabled or less than 3 retries I~ Fixit
10 TCP Synwait time is not set I~ Fixit
11 Banneris not set W Fix it
12 Logaing is not enabled I~ Fixit
13 Enable Secret Passward is not set I~ Fixit
14 Telnet settings are not enabled I~ Fixit
15 MetFlow switching is not enabled I~ Fixit
16 |P Redirects is enabled ™ Fiit

< Back | Next»

| Cancel| Help ||

125781

Click Next.

The Security Audit wizard may display one or more windows requiring you to enter information to fix
certain problems. Enter the information as required and click Next for each of those windows. For more
information on security audit fix it procedures, see the Security Audit chapter of the Cisco SDM User’s
Guide.

The Summary page shows a list of all the configuration changes that Security Audit will make.
Click Finish to deliver those changes to your router.

Security is now configured on the voice network.
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I Performing a Security Audit

Step10 Click Yes to exit Security Audit Wizard (see Figure 148):

Figure 148 Exiting Security Audit Wizard

%)

SDM Warning

& Cio you really want to exit Security Audit Wizard?

Mo

142342

The installation of Cisco BCS Verified Designs is now finished.

Installing Cisco Business Communications Solution Verified Designs
[ 94 | I



Appendix A: Cisco CallManager Express
Bundles

Use this appendix to determine the number of IP phones supported by Cisco voice bundles.
See Cisco CallManager Express Bundles at:
http://www.cisco.com/en/US/netsol/ns339/ns395/ns359/ns33 1/netbr09186a0080201ec8.html.
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Appendix B: QCT Utilities

This appendix describes QCT utilities.

QCT utilities allow you to perform the following operations:
e Uploading Saved Configurations, page 97
e Configuring QCT Options, page 99

Uploading Saved Configurations

QCT allows you to upload previously-saved router configurations. Using QCT, you can browse to a
locally-stored router configuration file on your PC and download it to any router.

To upload a saved configuration to your router, perform the following steps.

Step 1 Click Upload Saved Config (see Figure 149):

Figure 149 Upload Saved Config Button

The Upload Configuration to Router window appears (see Figure 150):

Figure 150 Upload Configuration Window

UPLOAD CONFIGURATION TO ROUTER

Click Browse to locate the configuration file on your computer,
Click Upload to upload the configuration file to the router.
Click Cancel to go back to configure & new system.

Configuration File: |[ Browse.. |

135085

l Upload ] ’ Cancel ]

Step2  Click Browse to locate the configuration file on your PC.
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W Uploading Saved Configurations

Step 3

Step 4

Step 5
Step 6

In the Choose File dialog that appears, browse to the file’s location on your PC and select the
configuration file (see Figure 151):

Figure 151 Upload Choose File Dialog

A Cisco CME QCT - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Choose file

Look in: [ GCT - - @k RSN\
IC5)CME 3825 Configuration_files @Iicensing.htm i~ | I
() doc mainlS.js
My Recent i @phoneconfig.htm
Documents |0 &]progressbar.htm .
@ [ NetCommOCK &]ocT.htm juration Tool

Desktop

CI0CT146 [B]qctenable.js
E|CME 3 qct-h.js
@qct-header.htm

:’) cmeconfig-h.js @qctoptions.htm
. [')' . &) CME-canfig-output. htm BHlREAD ME FIRST.htm
PREEIELS @cmeconnect.htm [£] README bt
p—— @cmediag.htm [Z] Revision History bzt
Q._l @debugwindow.htm @Start-QCT.htm
¥y Cnien detecthw.htm @systemconfig.htm
BICHwWxP [ ®1PCE - QCT FAG.dac &]uploadcanfig.htm
My Metwark  File name: [EME 3825 Configuration him =] [ open | |(Browss_.
Flaces
Fiesoftyps:  [AllFiles [*7) =l Cancel | =
@
[ e :
]
Click Open.

The Configuration File field in the Upload Configuration to Router window’s shows the file path that
you chose (see Figure 152):

Figure 152 Upload Configuration File Path

LUPLCAD CONFIGURATION TO ROUTER

Click Browse to locate the configuration file on your computer.
Click Upload to upload the configuration file to the router.
Click Cancel to go back to configure a new system.

Configuration File: |CAQCTVCME 3825 Configuration htm |[ Browse...

125759

[ Upload ] [ Cancel

Ensure that your router is powered on.
Click Upload.

Your router loads with the new configuration.
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Configuring QCT Options W

Configuring QCT Options

The QCT Options window allows you to enable specific diagnostics for your system.

N

Note  Any enabled QCT option will be valid only until you create a new system.

Perform the following steps to configure QCT options.

Step 1 Click the QCT Options button (see Figure 153):

The QCT Options window appears (see Figure 154):

Figure 154 QCT Option Window

2 Cisco IPC Express OCT - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Cisco SysTeEmS

Cisco IPC Express Quick Configuration Tool

in Buttons

QCT OPTIONS

Check the appropriate boxes below to enable QCT options. Related Tools
These options will reset to default when configuring a new system wvia the "Configure a New System” button
CME Home Page
CME A dimin Cuide
PG Serial Fort: | COM1 N Cisco IF Phones
CUE Doc Eoadmap
Phone Type Barcodes
Lock Hardware Config with Auto Detect
2200 Series Slot [dentil
3200 Series Slot [denti
Display Configuration
B HOTIRE: CIIE ATM Stot [dentif
"BACK" or
VEORWARD" 2200 Internal Compone
Enable Debug [ Location
Button on the Broswer. 3800 Internal Compong
" Location
Use the Buttons on this Enable Logging
Intetface for Navigation.
Highlighted Box
Can Mot Be Left Blank.
Hegenr Lo, """ ;.o

Fields are Mandatory.

< |
a ﬂ My Computer
Step2  Enter the information listed in Table 9.

. |IBe
135068
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I Configuring QCT Options

Table 9

Cisco QCT Options Field Descriptions

Field Name

Enter or Specify

Purpose

PC Serial Port

The PC serial COM port from the drop-down menu.

Allows communications to Cisco
IPC Communications Express
system.

Lock Hardware Configuration with |

Auto Detect

Display Configuration

Enable Debug

Enable Logging

To enable any QCT option, enter a check in the
appropriate check box.

e To leave any QCT option disabled, leave the
appropriate check box blank.

After auto-detecting hardware
using the Auto Detect Hardware
Configuration button,
deselecting this checkbox allows
changes to the Hardware
Configuration section on the
System Parameters window.

Enables the display of the
configuration on your PC when
the Generate Configuration
button is pressed.

Enables debugging after pushing
configuration to router.

Enables logging after pushing
configuration to router. Log
information is stored in a folder
named logs inside your locally
installed QCT folder (see
Figure 155).

Figure 155 Logs Folder
Mame

)doc

=i

() MetCommiZiCy
CO)READ ME FIRST files
@ craeconfig. htm
cmeconFig-h.js

@ CME-config-oukput, htm
@ cmeconnect, hkm

@ debugwindaow. htr
-@j detecthuw.htm

B 1pCE - QCT Fag.doc
@ licensing.hkm

@ phoneconfig.htm
-@j progressbar.htm
&]0CT htm

qctenable. js

qct-h.js

-@j qct-header . hkm

@ qetoptions. hkm

@ qeksystem,htm
B)rEAD ME FIRST him
@1 Revision History Ext
@ systemconfig.htm

Size

120 KB
12 KB
1KE
19KE
1KB
a6 KB
57 KB
19KE
41 KB
3KB
2KB
1KE
3KB
15 KB
21 KB
1KE
49 KB
4 kB
128 KB

Type

File Folder

Filz Folder

File Folder

File Folder

File Folder
HTML Dacurment
JSeript Scripk: File
HTML Document
HTML Document
HTML Dacurment
HTML Docurnent

Microsoft Word Do,

HTML Document
HTML Dacurment
HTML Docurnent
HTML Document
J5cript Script File
JScript Scripk File
HTML Docurnent
HTML Document
HTML Document
HTML Dacurment
Text Docurnent
HTML Document

Date Maodified
7/15/2008 12:51 PM
7/15/2005 12:51 PM
7/5/2005 5:18 AM
71152005 12:51 PM
7/15/2008 12:51 PM
71152005 11:32 AM
7/8/2005 3:21 PM
6/3/2005 3:45 PM
6/14/2008 11:40 AM
7/6/2005 4:09 PM
7}13/2005 4:50 PM
6/23/2005 11:03 AM
7/12/2005 1:41 PM
7/11/2005 10:18 AM
7/6/2005 5:13 PM
711212005 1:41 PM
7/15/2008 12:57 PM
7}7}2005 10:56 M
711502005 10:18 AM
7712005 3:39 PM
7/5/2005 3:58 P
7}11/2005 4:03 PM
7/14/2005 6:41 PM
71152005 11:40 AM

136747
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Appendix C: Cisco BCS Verified Designs
Configuration Example

This appendix shows an example of a Cisco BCS Verified Designs configuration file. Descriptive
statements are included for each subsection in the configuration file.

Building configuration...

Current configuration : 11927 bytes

|

version 12.3

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

|

hostname Cisco_2801a

!

boot-start-marker

boot system flash:c2801-ipvoice-mz.123_11_T6.bin

boot system flash:

boot system flash:c2801-spservicek9-mz.2005-05-16.ESE_20050516_123_11_T6.bin

boot system flash:

boot-end-marker

|

enable password cisco

|

mmi polling-interval 60

no mmi auto-configure

no mmi pvc

mmisnmp-timeout 180

no aaa new-model

ip subnet-zero

ip cef

|

!

ip dhcp excluded-address 10.1.31.1 10.1.31.20

ip dhcp excluded-address 10.1.51.1 10.1.51.20

ip dhcp excluded-address 10.1.71.1 10.1.71.20

|

! The commands below define DHCP for data, voice, and wireless LAN. Option 150 should point to voice mail.

|

ip dhcp pool Data
network 10.1.31.0 255.255.255.0
default-router 10.1.31.1

ip dhcp pool Voice
network 10.1.51.0 255.255.255.0
default-router 10.1.51.1
option 150 ip 10.1.51.1

ip dhcp pool WLAN
network 10.1.71.0 255.255.255.0
default-router 10.1.71.1

no ip domain lookup
no ftp-server write-enable
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1

!

! The statements below enable H.323 to H.323, H.323 to SIP, in Cisco IOS software so that
H.323 calls to IP phones at this site can roll over to voice mail.

voice service voip

allow-connections h323 to h323

allow-connections h323 to sip

allow-connections sip to h323

supplementary-service h450.12

h323

! Translation rules manipulate digits of calling- or called-numbers (depending on how they
are referred to in the subsequent "voice translation-profile" command) .

! Translation rules use regular expressions to state what numbers, or patterns, should be
substituted for what other numbers and can be much more sophisticated than the basic ones

used below.

voice translation-rule 101

rule 1 /~101/ /1/
rule 2 /7202/ /2/
rule 3 /"~252/ /2/
rule 4 /~303/ /3/
rule 5 /"353/ /3/
rule 6 /~404/ /4/
rule 7 /~454/ /4/
rule 8 /~505/ /5/
rule 9 /~555/ /5/

|

!

voice translation-profile 101
translate called 101

interface Loopback0
ip address 10.1.10.2 255.255.255.255
h323-gateway voip interface
h323-gateway voip bind srcaddr 10.1.10.1
i
interface FastEthernet0/0
no ip address
duplex auto
speed auto
i
interface FastEthernet0/0.31
encapsulation dotlQ 31
ip address 10.1.31.1 255.255.255.0
i
interface FastEthernet0/0.51
encapsulation dotlQ 51
ip address 10.1.51.1 255.255.255.0
i
interface FastEthernet0/0.71
encapsulation dotlQ 71

ip address 10.1.71.1 255.255.255.0
!
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interface Service-Engine0/0

ip unnumbered FastEthernet0/0.31

service-module ip address 10.1.31.2 255.255.255.0
service-module ip default-gateway 10.1.31.1

interface FastEthernet0/1

no ip addre
shutdown
duplex auto

speed auto
|

SS

interface Serial0/3/0

bandwidth 51

2

ip address 192.168.1.2 255.255.255.252
encapsulation frame-relay

|
router eigrp
network 10.

100
0.0.0

network 192.168.1.0
no auto-summary

|
ip classless
|

ip http server
no ip http secure-server
ip http path flash:

! The statements below define the TFTP server for the IP phone loads.

|
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server

tftp-server
|

flash:
flash:
flash:
flash:
flash:
flash:
flash:
flash:
flash:
flash:
flash:

control-plane

i
i
!

voice-port 0
!

voice-port 0
i

/3/0

/3/1

ATA030100SCCP040211A. zup
CP7902040000SCCP040701A.sbin
CP7905040000SCCP040701A.sbin
P00403020214.bin
CP7912040000SCCP040701A.sbin
500103020002 .bin
P00503010100.bin
cmterm_7936.3-3-5-0.bin
P00303020214.bin
P00305000301.sbn
cmterm_7920.3.3-01-08.bin

sccp local FastEthernet0/0.31
sccp cem 10.1.31.1 identifier 1

SCCpP
!

sccp ccm group 1
associate ccm 1 priority 1

associate profile 1 register mtp001121fb0366
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dspfarm profile 1 transcode

codec
codec
codec
codec
codec

maximum sessions 5

g7llulaw
g7llalaw
g729ar8
g729abr8
gsmfr

associate application SCCP

1

! 1 is the Cisco Unity Express pilot number and 1980 is the voice-mail pilot number. Calls
to these numbers are directed via SIP to Cisco Unity Express at its IP address. The
translation rule defined earlier is used here to translate DID numbers to the extensions
before the call is routed to Cisco Unity Express. DIMF relay to Cisco Unity Express must

be via SIP-Notify,

1

and G.711

dial-peer voice 1 voip

description ** cue voicemail pilot number **

destination-pattern 1480

session protocol sipv2
session target ipv4:10.1.31.2

dtmf-relay sip-notify

codec
no vad

g7llulaw

dial-peer voice 2 voip

description ** cue auto attendant number **

destination-pattern 1490
session protocol sipv2

session target ipv4:10.1.31.2

dtmf-relay sip-notify

codec
no vad

g7llulaw

dial-peer voice 102 voip

description Call to
translation-profile

Cisco_281l1la
outgoing 101

destination-pattern 15....

session target ipvéd

:10.1.32.1

dtmf-relay h245-alphanumeric

dial-peer voice 103 voip

description Call to
translation-profile

Cisco_2821la
outgoing 101

destination-pattern 20....

session target ipvéd

:10.1.33.1

dtmf-relay h245-alphanumeric

dial-peer voice 106 voip

description Call to
translation-profile

Cisco_2851a
outgoing 101

destination-pattern 35....

session target ipvéd

:10.1.36.1

dtmf-relay h245-alphanumeric

"no vad" must be configured on this dial-peer.
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dial-peer voice 108 voip
description Call to Cisco_3825a
translation-profile outgoing 101
destination-pattern 45....
session target ipv4:10.1.38.1
dtmf-relay h245-alphanumeric

codec g771ulaw
1

dial-peer voice 104 voip
description Call to Callmanager
translation-profile outgoing 101
destination-pattern 25....
session target ipv4:10.1.33.97
dtmf-relay h245-alphanumeric

no vad
1

dial-peer voice 4980 voip

description Unity Voice Mail

destination-pattern 4980

session target ipv4:10.1.38.1

dtmf-relay h245-alphanumeric

1

! The commands below following the "telephony-service" keyword is the main Cisco CME
configuration for this router. Key considerations include the following:

! — The "load" command associates a type of Cisco IP phone with a phone firmware file.
! - The "max-ephones" and "max-dn" commands specify the maximum number of phones and
extensions supported on this system.

! - The "source-address" provides the IP address and port through which IP phones
communicate with the Cisco CME router.

! - The "system message" ?°?.

! - The "sdspfarm" commands ?7?.

! - The "create cnf-files" command generates the XML configuration files required for IP
phones.

! - The "voicemail" command defines the voice mail pilot number as 1480.

! - The "max-conferences" command specifies that the maximum number of three-party
conferences simultaneously supported by this Cisco CME system is eight.

! - The "web admin" commands define the Cisco CME system administrator and customer
administrator accounts.

! - The "dn-webedit" and "time-webedit" commands enable the ability to add extensions
(ephone-dns) and allow

! - The "transfer-system" command defines the types of transfer (blind and consult)
supported by the Cisco CME system.

! - The "secondary dialtone" command defines the ?? by the Cisco CME system.

telephony-service

load 7960-7940 P00303020214

load 7920 cmterm_7920.3.3-01-08.bin

load 7912 CP7912040000SCCP040701A.sbin
max-ephones 24

max-dn 72

ip source-address 10.1.31.1 port 2000

system message CME on 2801

sdspfarm units 5

sdspfarm transcode sessions 10

sdspfarm tag 1 mtp001121fb0366

create cnf-files version-stamp Jan 01 2002 00:00:00
voicemail 1480

max-conferences 8

web admin system name cmeadmin password cmeadmin
dn-webedit

time-webedit
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transfer-system full-consult

secondary-dialtone 9

1

!

! The definitions of the Cisco CME IP phone extensions (ephone-dn) start below. Key
considerations include the following:

! - The "dual-line" designation ensures that transfers and conferences can be done on the
phone.

! - The "number" keyword provides the extension digits, and the "secondary" field ensures
that DID numbers for this extension are also matched to this ephone-dn.

! - The "name" keyword provides the name that will be used on the phone display.

! - The "call-forward busy and noan" keywords provide the voice-mail pilot number (1480)
where calls must be forwarded when the user is busy on the phone or when the call is not
answered (after a timeout of the given number of seconds).

ephone-dn 1 dual-line

number 1000

label 1000

description First Last Name

name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
1

!

ephone-dn 2 dual-line

number 1001

label 1001

description First Last Name

name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
1

!

ephone-dn 3 dual-line

number 1002

label 1002

description First Last Name

name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
1

!

ephone-dn 4 dual-line
number 1003

label 1003

description First Last Name

name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
1

!

ephone-dn 5 dual-line

number 1004

label 1004

description First Last Name

name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
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ephone-dn 6 dual-line

number 1005

label 1005

description First Last Name
name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|

!

ephone-dn 7 dual-line

number 1006

label 1006

description First Last Name

name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|

!

ephone-dn 8 dual-line

number 1007

label 1007

description First Last Name

name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|

!
ephone-dn 9 dual-line

number 1008

label 1008

description First Last Name

name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|

1
ephone-dn 10 dual-line

number 1009

label 1009

description First Last Name

name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|

1
ephone-dn 11 dual-line

number 1010

label 1010

description First Last Name

name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|

1
ephone-dn 12 dual-line

number 1011

label 1011

description First Last Name

name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
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ephone-dn 13 dual-line
number 1012
label 1012
description First Last Name
name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|
!
ephone-dn 14 dual-line
number 1013
label 1013
description First Last Name
name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|
!
ephone-dn 15 dual-line
number 1014
label 1014
description First Last Name
name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|
!
ephone-dn 16 dual-line
number 1015
label 1015
description First Last Name
name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|
!
ephone-dn 17 dual-line
number 1016
label 1016
description First Last Name
name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|
!
ephone-dn 18 dual-line
number 1017
label 1017
description First Last Name
name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|
!
ephone-dn 19 dual-line
number 1018
label 1018
description First Last Name
name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|
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ephone-dn 20 dual-line
number 1019

label 1019

description First Last Name
name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|

!

ephone-dn 21 dual-line
number 1020

label 1020

description First Last Name
name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|

1

ephone-dn 22 dual-line
number 1021

label 1021

description First Last Name
name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|

1
ephone-dn 23 dual-line
number 1022

label 1022

description First Last Name
name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|

1
ephone-dn 24 dual-line
number 1023

label 1023

description First Last Name
name First Last Name
call-forward busy 1480
call-forward noan 1480 timeout 10
|

1
ephone-dn 25

number 1488....

mwi on

!

!
ephone-dn 26

number 1489....

mwi off

|
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definitions on the
the
and the phone

! The following block of commands provides all the "ephone"
These represent the physical phone parameters such as their MAC addresses,
(called username) associated with the phone,

considerations include the following:

system.
user ID

the button layouts, type. Key

! - The "username" is used by the end users to log in to Cisco CME to get a web display of
their phone settings.
! - The "type" command specifies the IP phone type

! - The "button"

(in this case a Cisco 7960 IP Phone).

command provides the button layout on the phone. Button 1 has ??, etc.

ephone 1
username "userl"
mac-address 0030
type 7960
button 1:1
|
|
!

ephone 2
username "user2"
mac-address 0012
type 7912
button 1:2
|
|
!

ephone 3
username "user3"
mac-address 0000
type 7960
button 1:3
|
|
1

ephone 4
username "user4d"
mac-address 0000
type 7960
button 1:4
|
|
1

ephone 5
username "user5"
mac-address 0000
type 7960
button 1:5
|
|
1

ephone 6
username "user6"
mac-address 0000.
type 7960
button 1:6
|
|

password null

.94C2 .5DF0

password null

.D984 .BO3E

password null

.0000.0001

password null

.0000.0002

password null

.0000.0003

password null
0000.0004
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ephone 7
username "user7" password null
mac-address 0000.0000.0005
type 7960
button 1:7
|
|
!
ephone 8
username "user8" password null
mac-address 0000.0000.0006
type 7960
button 1:8
|
|
!
ephone 9
username "user9" password null
mac-address 0000.0000.0007
type 7960
button 1:9
|
|
!
ephone 10
username "userl0" password null
mac-address 0000.0000.0008
type 7960
button 1:10
|
|
1
ephone 11
username "userll" password null
mac-address 0000.0000.0009
type 7960
button 1:11
|
|
1
ephone 12
username "userl2" password null
mac-address 0000.0000.000A
type 7960
button 1:12
|
|
1
ephone 13
username "userl3" password null
mac-address 0000.0000.000B
type 7960
button 1:13
|
|
1
ephone 14
username "userl4d" password null
mac-address 0000.0000.000C
type 7960
button 1:14
|
|
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ephone 15

username "userl5" password null
mac-address 0000.0000.000D

type 7960

button 1:15

|

|

1
ephone 16

username "userl6" password null
mac-address 0000.0000.000E

type 7960

button 1:16

|

|

1
ephone 17

username "userl7" password null
mac-address 0000.0000.000F

type 7960

button 1:17

|

|

1
ephone 18

username "userl8" password null
mac-address 0000.0000.0010

type 7960

button 1:18

|

|

1

ephone 19

username "userl9" password null
mac-address 0000.0000.0011

type 7960

button 1:19

|

|

1

ephone 20

username "user20" password null
mac-address 0000.0000.0012

type 7960

button 1:20

|

|

1

ephone 21

username "user2l" password null
mac-address 0000.0000.0013

type 7960

button 1:21

|

|

1

ephone 22

username "user22" password null
mac-address 0000.0000.0014

type 7960

button 1:22
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ephone 23
username "user23" password null
mac-address 0000.0000.0015
type 7960
button 1:23
|
|
1
ephone 24
username "user24" password null
mac-address 0000.0000.0016
type 7960
button 1:24
|
|
1
line con 0
exec-timeout 0 0
line aux 0
line 2
no activation-character
no exec
transport preferred none
transort input all
transport output all
line vty 0 4 password cisco
login
|

end
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