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Introduction  

This document enables you to troubleshoot IP connectivity issues between data-link switching (DLSw) 
peers. 

Prerequisites  

Requirements  

Readers of this document should have knowledge of basic concepts of IP and TCP. 

Components Used  

This document is not restricted to specific software or hardware versions, but Cisco IOS® software with the 
IBM Feature Set is required to run DLSw in Cisco Routers. 

Conventions  

For more information on document conventions, refer to the Cisco Technical Tips Conventions. 

IP Connectivity  

One of the ways to determine if you have IP connectivity is to issue an extended ping (refer to IP 
Commands, and scroll down to the ping (privileged) section. With extended ping, you specify the target IP 
address as the remote DLSw peer address and specify the source as the local peer IP address. If this fails, 
you probably have an IP routing problem; either the local peer does not have a route to the remote peer, or 
the remote peer does not have a route to the local peer. To troubleshoot IP routing, refer to the IP Routing 
section of the Technology Support page.  

After you verify that IP connectivity is good and that extended ping works, your next step is to issue the 
debug dlsw peer command. 
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 Caution: The debug dlsw peer command can cause severe performance degradation, especially 
when performed on a router that is configured such that multiple peers come up simultaneously. Before you 
attempt to issue this debug command, refer to Important Information on Debug Commands. 

Issue the debug dlsw peer command to activate the peers between two Cisco routers: 

DLSw:  passi ve open 5. 5. 5. 1( 11010)  - > 2065 
DLSw:  act i on_b( ) :  openi ng wr i t e pi pe f or  peer  5. 5. 5. 1( 2065)  
DLSw:  peer  5. 5. 5. 1( 2065) ,  ol d st at e DISCONN,  new st at e CAP_EXG 
DLSw:  CapExId Msg sent  t o peer  5. 5. 5. 1( 2065)  
DLSw:  Recv CapExId Msg f r om peer  5. 5. 5. 1( 2065)  
DLSw:  Pos CapExResp sent  t o peer  5. 5. 5. 1( 2065)  
DLSw:  act i on_e( ) :  f or  peer  5. 5. 5. 1( 2065)  
DLSw:  Recv CapExPosRsp Msg f r om peer  5. 5. 5. 1( 2065)  
DLSw:  act i on_e( ) :  f or  peer  5. 5. 5. 1( 2065)  
shSw:  peer  5. 5. 5. 1( 2065) ,  ol d st at e CAP_EXG,  new st at e CONNECT 
DLSw:  peer_act_on_capabilities( )  f or  peer  5. 5. 5. 1( 2065)  
DLSw:  act i on_f ( ) :  f or  peer  5. 5. 5. 1( 2065)  
DLSw:  c l osi ng r ead pi pe t cp connect i on f or  peer  5. 5. 5. 1( 2065)  

The router starts the peer, opens a TCP session with the other router, and starts to exchange capabilities. 
After a positive exchange of capabilities, the peer connects. In contrast to remote source-route bridging 
(RSRB), DLSw does not move the peer to a closed state if there is no traffic; the peers always stay 
connected. If the peers remain disconnected, you can issue the debug dlsw  peer and debug ip tcp 
transactions commands to determine why a connection was not opened. 

If the peers connect intermittently, determine if there is a firewall between the peers. If so, refer to 
Configuring Data-Link Switching and Network Address Translation. If you have a Frame Relay connection, 
ensure that you are not exceeding the Committed Information Rate (CIR) and dropping TCP packets as a 
result. 

These output examples illustrate some of the methods discussed in this document: 

  

Before the DLSw peers will exchange their capabilities and establish a session, TCP/IP must establish a 
route between the TCP/IP peer addresses. 

This TCP/IP route can be verified if you issue the show ip route ip-address and if you do an extended ping 
between the DLSw peer addresses. 

Router Configurations 
sour ce- br i dge r i ng- gr oup 2 
dl sw l ocal - peer  peer - i d 172.17.240.35 
dl sw r emot e- peer  0 t cp 172.17.140.17 
!  
i nt er f ace Loopback0 
i p addr ess 172. 17. 240. 35 255. 255. 255. 0 

sour ce- br i dge r i ng- gr oup 2 
dl sw l ocal - peer  peer - i d 172.17.140.17 
dl sw r emot e- peer  0 t cp 172.17.240.35 
!  
i nt er f ace Loopback0 
i p addr ess 172. 17. 140. 17 255. 255. 255. 0 
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If you suspect a problem with the IP route, then let the extended ping run for a few minutes and check that it 
remains constant. 

Issue the debug ip tcp transactions command to check how TCP/IP knows the route between the DLSw 
peer addresses. 

r out er 2# debug ip tcp transactions 
 
TCP speci al  debuggi ng i s  on 
c1603r  
Mar  9 12: 02: 03. 472:  TCB02132106 cr eat ed 
Mar  9 12: 02: 03. 472:  TCP0:  st at e was LI STEN - > SYNRCVD 
                    [ 1998 - > 172. 17. 140. 17( 11001) ]  
Mar  9 12: 02: 03. 476:  TCP0:  Connect i on t o 172. 17. 140. 17: 11011,  
                    r ecei ved MSS 1460,  MSS i s 516 
Mar  9 12: 02: 03. 476:  TCP:  sendi ng SYN,  seq 1358476218,  ack 117857339 
Mar  9 12: 02: 03. 480:  TCP0:  Connect i on t o 172. 17. 140. 17: 11001,  
                    adver t i s i ng MSS 1460 
Mar  9 12: 02: 09. 436:  TCP0:  st at e was SYNRCVD - > CLOSED 
                    [ 1998 - > 172. 17. 140. 17( 11001) ]  
Mar  9 12: 02: 09. 440:  TCB 0x2132106 dest r oyed 
Mar  9 12: 02: 15. 471:  TCB0214088C cr eat ed 

If a valid route exists and extended pings are successful, but the DLSw peer fails to reach the CONNECT 
state, then check that a firewall (such as an access list on DLSw port number 2065) is not the cause of the 
problem. 

r out er 2# show access-lists 
 
Ext ended I P access l i s t  101 

r out er 2# show ip route 172.17.140.17 
 
Rout i ng ent r y f or  172. 17. 140. 0/ 24 
 Known vi a " connect ed" ,  di st ance 0,  
 met r i c  0 ( connect ed,  v i a i nt er f ace)  
 Rout i ng Descr i pt or  Bl ocks 
 *  di r ect l y  connect ed,  v i a Et her net 1/ 0 
   Rout e met r i c  i s  0,  
   t r af f i c  shar e count  i s  1 

r out er 1# show ip route 172.17.240.35 
 
Rout i ng ent r y f or  172. 17. 240. 0/ 24 
 Known vi a " connect ed" ,  di st ance 0,  
 met r i c  0 ( connect ed,  v i a i nt er f ace)  
 Rout i ng Descr i pt or  Bl ocks 
 *  di r ect l y  connect ed,  v i a Et her net 1/ 0 
   Rout e met r i c  i s  0,  
   t r af f i c  shar e count  i s  1 

r out er 2# ping 
 
Pr ot ocol  [ i p] :  
Tar get  I P addr ess:  172.17.140.17 
Repeat  count  [ 5] :  
Dat agr am si ze [ 100] :  
Ti meout  i n seconds [ 2] :  
Ext ended commands [ n] :  y  
Sour ce addr ess or  i nt er f ace:  172.17.240.35 
Type of  ser v i ce [ 0] :  
Set  DF bi t  i n I P header ? [ no] :  
Val i dat e r epl y dat a? [ no] :  
Dat a pat t er n [ 0xABCD] :  
Loose,  St r i c t ,  Recor d,  
 Ti mest amp,  Ver bose [ none] :  
Sweep r ange of  s i zes [ n] :  
Type escape sequence t o abor t .  
Sendi ng 5,  100- byt e I CMP Echos 
 t o 172. 17. 140. 17,  t i meout  i s  2 seconds:  
! ! ! ! !  
Success r at e i s  100 per cent  ( 5/ 5) ,  
r ound- t r i p mi n/ avg/ max = 1/ 3/ 4 ms 

r out er 1# ping 
 
Pr ot ocol  [ i p] :  
Tar get  I P addr ess:  172.17.240.35 
Repeat  count  [ 5] :  
Dat agr am si ze [ 100] :  
Ti meout  i n seconds [ 2] :  
Ext ended commands [ n] :  y  
Sour ce addr ess or  i nt er f ace:  172.17.140.17 
Type of  ser v i ce [ 0] :  
Set  DF bi t  i n I P header ? [ no] :  
Val i dat e r epl y dat a? [ no] :  
Dat a pat t er n [ 0xABCD] :  
Loose,  St r i c t ,  Recor d,  
 Ti mest amp,  Ver bose [ none] :  
Sweep r ange of  s i zes [ n] :  
Type escape sequence t o abor t .  
Sendi ng 5,  100- byt e I CMP Echos 
 t o 172. 17. 240. 35,  t i meout  i s  2 seconds:  
! ! ! ! !  
Success r at e i s  100 per cent  ( 5/ 5) ,  
r ound- t r i p mi n/ avg/ max = 1/ 3/ 4 ms 
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  deny i p any any l og- i nput  
  deny t cp host  172. 17. 240. 35 172. 17. 140. 0 0. 0. 0. 255 eq 2065 est abl i shed 
  per mi t  i p any any 

Check that Network Address Translation (NAT) is not preventing the connection of the DLSw peer. 

r out er 2# show ip nat tran 
 
Pr o  I nsi de gl obal    I ns i de l ocal    Out s i de l ocal    Out s i de gl obal  
- - -   172. 17. 240. 200  10. 1. 1. 1       - - -              - - -  
- - -   172. 17. 240. 201  10. 2. 1. 201     - - -              - - -  
- - -   172. 17. 240. 202  10. 2. 1. 202     - - -              - - -  

After TCP/IP has established a route between the DLSw peer addresses, they will exchange capabilities (via 
capabilities exchange packets), and they will establish a peer connection (they go into CONNECT state). 

r out er 1# show dls capabilities 
 
  DLSw:  Capabi l i t i es f or  peer  172. 17. 140. 17( 2065)  
   vendor  i d ( OUI )          : ' 00C'  ( c i sco)  
   ver s i on number           :  1 
   r el ease number           :  0 
   i ni t  paci ng wi ndow      :  20 
   unsuppor t ed saps        :  none 
   num of  t cp sessi ons     :  1 
   l oop pr event  suppor t     :  no 
   i canr each mac- excl usi ve :  no 
   i canr each net bi os- excl   :  no 
   r eachabl e mac addr esses :  none 
   r eachabl e net bi os names :  none 
   c i sco ver s i on number     :  1 
   peer  gr oup number        :  0 
   bor der  peer  capabl e     :  no 
   peer  cost                :  3 
   bi u- segment  conf i gur ed  :  no 
   l ocal - ack conf i gur ed    :  yes 
   pr i or i t y  conf i gur ed     :  no 
   ver s i on st r i ng          :  
Ci sco I nt er net wor k Oper at i ng Syst em Sof t war e 
I OS ( t m)  RSP Sof t war e ( RSP- JSV- M) ,  Ver si on 12. 1( 1) ,  
RELEASE SOFTWARE ( f c1)  
Copyr i ght  ( c)  1986- 2000 by c i sco Syst ems,  I nc.  
Compi l ed Tue 14- Mar - 00 23: 16 by cmong 

Issue the show dlsw peer command to check the number of drops on the DLSw peer. If you see a count that 
either initially or rapidly increases, then this could indicate that you have congestion on the TCP queue 
depth of the DLSw peer. 

For DLSw circuits, there is an internal flow control algorithm that will start to close the windows on various 
priority traffic, based on how congested the TCP queue depth becomes. If you start to experience congestion 
problems, then issue the show dlsw peer command to check the queue depth. 

Note: Remember that the default queue depth value is 200. Any value in this field above 50 (25 percent) 
will start to cause flow control window sizes to be reduced. 

r out er 2# show dlsw peers 
 
Peer s:              state    pkt s r x  pkt s t x  t ype  drops  ckt s  TCP  upt i me 
TCP 172. 17. 140. 17  CONNECT  11       11             0      0     51   0: 00: 04: 42 

The CONNECT state is what you want to see. The DLSw peer in CONNECT state indicates that the peer has 
activated successfully. 
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� Technology Support  
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