Configure LSC on I P Phone with CUCM
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This document describes how to install aLocally Significant Certificate (L SC) on a Cisco Internet Protocol
Phone (Cisco IP Phone).

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

Cisco Unified Communications Manager (CUCM) Cluster Security Mode options
X.509 certificates

Manufacturing Installed Certificates (MICs)

LSCs

Certificate Authority Proxy Function (CAPF) certificate operations

Security By Default (SBD)

Initial Trust List (ITL) files

Components Used

The information in this document is based on CUCM versions that support SBD, namely CUCM 8.0(1) and
above.

Note: It only pertains to phones that support Security By Default (SBD). For example, the 7940 and
7960 phones do not support SBD, nor do the 7935, 7936 and 7937 conference phones. For alist of
devices that support SBD in your version of CUCM, navigate to Cisco Unified Reporting > System
Reports> Unified CM Phone Feature List and run areport on Feature: Security By Default.



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

MICsversusL SCs

If you use certificate based authentication for 802.1X or Anyconnect Phone VPN, it isimportant to
understand the difference between MICs and L SCs.

Every Cisco phone comes with aMIC pre-installed at the factory. This certificate is signed by one of the
Cisco Manufacturing CA certificates, either by the Cisco Manufacturing CA, Cisco Manufacturing CA
SHA?2, CAP-RTP-001 or CAP-RTP-002 certificate. When the phone presents this certificate, it proves that it
isavalid Cisco phone, but this does not validate that the phone belongs to a specific customer or CUCM
cluster. It could potentially be a rogue phone purchased on the open market or brought over from a different
site.

L SCs, on the other hand, are intentionally installed on phones by an administrator, and are signed by the
CUCM Publisher's CAPF certificate. Y ou would configure 802.1X or Anyconnect VPN to only trust LSCs
issued by known CAPF certificate authorities. Basing certificate authentication on LSCs instead of MICs
provides you with a much more granular control over which phone devices are trusted.

Configure

Networ k Topology

These CUCM lab servers were used for this document:

e aol15pub - 10.122.138.102 - CUCM Publisher & TFTP server
e aoll15sub - 10.122.138.103 - CUCM Subscriber & TFTP server

Verify that the CAPF certificate has not expired, nor is about to expire in the near future. Navigate to Cisco
Unified OS Administration > Security > Certificate M anagement, then Find Certificate List where
Certificate is exactly CAPF as shown in the image.
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Certificate ™ Common Name Type Key Type Distribution Issued By Expiration
CAPF CAPF-Ff0aegdT Self-zsigned RSA aollSpub CAPF-7f0ae8d? 11/20/2021 Self-zign

l [ Generate Self-signed H Upload Certificate/Certificate chain ][ Generate CSR ]

Click Common Name in order to open the Certificate Details page. Inspect the Validity From: and To:
datesin the Certificate File Data pane in order to determine when the certificate expires, as shown in the
image.
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® Status: Ready

— Certificate Settings

File Name CAPF.pem
Certificate Purpose CAPF
Certificate Type certs
Certificate Group product-cm

Description{friendly name) Self-signed certificate generated by system

— Certificate File Data

[
Version: V3 ‘

L3

m

Serial Number: 64F2FEE13B7IC5D362E26DAB4ABBTE1E

SignatureAlgorithm: SHA2S56withRSA (1.2.840.113549,1.1.11) 5

Issuer Name: L=Bgxhorough, ST=MA, CN=CAPF-7f0ae8d?, QU=TAL, O=Cisco Systems, C=US

Walidity From: Mon Mowv 21 15:49:43 EST 2016

To: Sat Now 20 15:49:42 EST 2021
Subject Name: L=Boxborough, ST=MA, CN=CAPF-7f0aegd7, QU=TALC, O=Cisco Systems, C=US
Key: RSA (1.2.840.1135458.1.1.1)
key value:

308201080282010100c39c51d51eadba8216af79a1b2310e428960f13fd23293f32a2f0basat79asfalacs
bb5afcf015c179272e4f470ec06000667997de25c7beb1653d4302c8adecd022bb2beed 7f9a7b56adfdScS
4770f41f06bfSe4621e2a8233146a7fccd40d55704cd73a03a44f5bs74cbec81e33c06d5d44e358db4ba
9710b4c022bc4357a1a064df9e8e02e9feb00213f0c0bd8bde9a363d6afcf162c20a86561d3e87acadsb
02cf079b01cfasafdd12197bec115cb478202d41b5389dc0b3676061011d73eb3f1e2bf3f204a4da2f753a -
c2d88blaSab759abdb4453edago713592dde471c23884dc738c7ed2f1oed0b393678cec88d1bad2746d

m
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If the CAPF certificate has expired, or is soon to expire, regenerate that certificate. Do not move forward
with the LSC install process with an expired or soon to expire CAPF certificate. This avoids the need to
reissue LSCsin the near future due to CAPF certificate expiration. For information about how to regenerate
the CAPF certificate, refer to the CUCM Certificate Regeneration/Renewal Process article.

Similarly, if you need to have your CAPF certificate signed by athird party Certificate Authority, you have
achoice to make at this stage. Either complete the Certificate Signing Request (CSR) file generation and
importation of the signed CAPF certificate now, or continue the configuration with a self-signed LSC for a
preliminary test. If you need athird party signed CAPF certificate, it is generally sensible to configure this
feature first with a self-signed CAPF certificate, test and verify, and then redeploy L SCsthat are signed by a
third party signed CAPF certificate. This simplifies|ater troubleshooting, if tests with the third party signed


https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200199-CUCM-Certificate-Regeneration-Renewal-Pr.html

CAPF certificate fail.

War ning: If you regenerate the CAPF certificate or import a third-party signed CAPF certificate
while the CAPF service is activated and started, phones are automatically reset by CUCM. Complete
these procedures in a maintenance window when it is acceptable for phones to be reset. For reference,
see Cisco bug ID CSCueb5353 - Add Warning when Regenerating TV S/CCM/CAPE Certificate that
Phones Reset

Note: If your CUCM version supports SBD, this LSC install procedure applies regardless if your
CUCM cluster is set to mixed mode or not. SBD is a part of CUCM version 8.0(1) and later. In these
versions of CUCM, the ITL files contains the certificate for the CAPF service on the CUCM

Publisher. This allows phones to connect to the CAPF service in order to support certificate operations
such as Install/Upgrade and Troubleshoot.

In the previous versions of CUCM, it was necessary to configure the cluster for Mixed Mode in order
to support certificate operations. Asthisis no longer necessary, this reduces barriers to the use of

L SCs as phone identity certificates for 802.1X authentication or for AnyConnect VPN client
authentication.

Run the show itl command on all TFTP serversin the CUCM cluster. Observe that the ITL file does
contains a CAPF certificate.

For example, here is an excerpt of the show itl output from the lab CUCM Subscriber ao115sub.

Note: Thereisan ITL Record entry in thisfilewitha FUNCTION of CAPF.

Note: If your ITL file does not have a CAPF entry, log in to your CUCM publisher and confirm the
CAPF serviceis activated. In order to confirm this, navigate to Cisco Unified Serviceability > Tools
> Service Activation > CUCM Publisher > Security, then activate the Cisco Certificate Authority
Proxy Function Service. If the service was deactivated and you just activated it, navigate to Cisco
Unified Serviceability > Tools> Control Center &€ Feature Services> Server > CM Services,
then restart the Cisco TFTP service on all TFTP serversin the CUCM cluster to regenerate the I TL
file. Also, ensure that you do not hit Cisco bug ID CSCuj78330.

Note: After you are done, run the show itl command on all TFTP serversin the CUCM cluster in
order to verify that the current CUCM Publisher CAPF certificate is now included in the file.

<#root>

I TL Record #:1

BYTEPCS TAG LENGIH VALUE


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCue55353
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCue55353
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuj78330

1 RECORDLENGTH 2 727

2 DNSNAME 2

3 SUBJECTNAME 64 CN=CAPF- 7f 0ae8d7; OQU=TAC; O=Ci sco Syst ens; L=Boxbor ough; ST=MA; C=US
4 FUNCTI ON 2 CAPF

5 | SSUERNAVE 64 CN=CAPF- 7f 0ae8d7; OU=TAC, O=Ci sco Syst ens; L=Boxbor ough; ST=MA; C=US
6 SERI ALNUMBER 16 64: F2: FE: 61: 3B: 79: C5: D3: 62: E2: 6D: AB: 4A: 8B: 76: 1B

7 PUBLI CKEY 270

8 SI GNATURE 256

11 CERTHASH 20 C3 E6 97 DO 8A E1 0B F2 31 EC ED 20 EC C5 BC OF 83 BC BC 5E

12 HASH ALGORI THM 1 nul |

ITL Record #:2

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 717
2 DNSNAME 2

3 SUBJECTNAME 59 CN=aoll5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 59 CN=aoll5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 6B:99:31:15:D1:55:5E:75:9C:42:8A:CE:F2:7E:EA:E8

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 @5 9A DE 20 14 55 23 2D 08 20 31 4E B5 9C E9 FE BD 2D 55 87
12 HASH ALGORITHM 1 null

ITL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1680

2 DNSNAME 2

3 SUBJECTNAME 71 CN=ITLRECOVERY_aol15pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 71 CN=ITLRECOVERY_aol1l5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 51:BB:2F:1C:EE:80:02:16:62:69:51:9A:14:F6:03:7E



7 PUBLICKEY 270

8 SIGNATURE 256

9 CERTIFICATE 963 DF 98 C1 DB E@ 61 02 1C 10 18 D8 BA F7 1B 2C AB 4C F8 C9 D5 (SHA1l Hash HEX)
This etoken was not used to sign the ITL file.

ITL Record #:4

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 717
2 DNSNAME 2

3 SUBJECTNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 59 CN=aoll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 65:E5:10:72:E7:F8:77:DA:F1:34:D5:E3:5A:E0:17:41

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 00 44 54 42 B4 8B 26 24 F3 64 3E 57 8D QE 5F BO 8B 79 3B BF
12 HASH ALGORITHM 1 null

ITL Record #:5

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1652

DNSNAME 2

SUBJECTNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
FUNCTION 2 System Administrator Security Token

ISSUERNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44

PUBLICKEY 270

SIGNATURE 256

CERTIFICATE 959 20 BD 4@ 75 51 C@ 61 5C 14 @D 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1l Hash HEX)
This etoken was used to sign the ITL file.

OCoo~NOOULEE WN -

ITL Record #:6

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1652

DNSNAME 2

SUBJECTNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

FUNCTION 2 TFTP

ISSUERNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44

PUBLICKEY 270

SIGNATURE 256

CERTIFICATE 959 20 BD 4@ 75 51 C@ 61 5C 14 @D 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1 Hash HEX)

OCoo~NOULEE WN PR

ITL Record #:7

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1031

DNSNAME 9 aol1l5sub

SUBJECTNAME 62 CN=aol1l5sub-EC;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

FUNCTION 2 TFTP

ISSUERNAME 62 CN=a0ll5sub-EC;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

SERIALNUMBER 16 53:CC:1D:87:BA:6A:28:BD:DA:22:B2:49:56:8B:51:6C

PUBLICKEY 97

SIGNATURE 103

CERTIFICATE 651 E@ CF 8A B3 4F 79 CE 93 @3 72 C3 7A 3F CF AE (C3 3E DE 64 C5 (SHA1 Hash HEX)

OCoo~NOULEE WN PR



The ITL file was verified successfully.

With the CAPF entry confirmed as an entry in the ITL, you can complete a certificate operation on a phone.
In this example, a 2048 bit RSA certificate isinstalled by use of Null String authentication.

On the phone, verify that an LSC is not yet installed as shown in the image. For example, on a 79X X series
phone, navigate to Settings > 4 - Security Configuration >4 - L SC.

=)
& 5 Security Configuration ]

MIC
Installad

LSC

[ e

Select Security Selling
Exit

Open the phone configuration page for your phone. Navigate to Cisco Unified CM Administration >
Device > Phone.

Enter these details to the CAPF Information section of the phoned€™ s configuration, as shown in the image:

For Certificate Operation, choose | nstall/Upgrade

For Authentication Mode, choose By Null String

For this example, leave the Key Order, RSA Key Size (Bits) and EC Key Size (Bits) set to the system
defaults.

For Operation Completes By, enter a date and time that is at |east one hour in the future.



il Phone Configuration

) () @ | https://10.122.138.102/ ccn
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p— Related Links:
H Save xuelete [ copy %’ Reset 4 Apply Config HI]: Add New

— Certification Authority Proxy Function (CAPF) Information

Certificate Operation™® Install/Upgrade

Authentication Mode* By Mull String
Authentication String

Generate String

Key Order® RSA Only
RSA Key Size (Bitz)* 2048

EC Key Size (Bits)

Operation Completes By 2016 11 22 16  (YYYY:MM:DD:HH)

Certificate Operation Status: Upgrade Failed: User Initiated Reguest Late/Timedout
Mote: Security Profile Contains Addition CAPF Settings.

Save your configuration changes, then Apply Config.

The LSC status on the phone changes to Pending as shown in the image.

rraed | iemd

,!imnasning

The phone generates keys as shown in the image.

2:46p 11/22/16 115012
A :




The phone resets, and when the reset completes, the phone L SC status changes to Installed as shown in the
image.

&=
‘.ﬂ5 ecurity Configuration

MIC
Installad

LsSC

]

Select Security Sefting
Exit

Thisisalso visible under Status Messages in the phone as shown in the image.

[ 3:00p 11/22/16 118012
A Gy Stalus Messages
.egn(HTTF)
2:48:13p Trust List Updated
[2:47:03p LSC: Installed
2:45:49p VPN Net Configured
|2: 45:36p SEPDOC2B2D1C15E..cnl.xml
¥l san/HTTP)
View Status Messages

(11 8]

Clear | Back

Verify
Use this section in order to confirm that your configuration works properly.

In order to verify LSC certificate installation on multiple phones, refer the Generate CAPF Report section of
Security Guide for Cisco Unified Communications Manager, Release 11.0(1). Alternatively, you can view
the same data within the CUCM Administration web interface by use of the Find Phones by L SC Status or
Authentication String procedure.

In order to obtain copies of the LSC certificates installed in phones, refer the How to Retrieve Certificates
from Cisco |P Phonesarticle.

Troubleshoot

This section provides information you can use in order to troubleshoot your configuration.
No Valid CAPF Server

The LSC failsto install. The phone&€™'s Status Messages show No valid CAPF server. Thisindicates that
thereisno CAPF entry inthe ITL file. Verify that the CAPF service was activated, and then restart the
TFTP Service. Verify that the ITL file contains a CAPF certificate after the restart, reset the phone to pick
up the latest ITL file, and then retry your certificate operation. If the CAPF server entry in the phone's
security settings menu displays as hostname or fully qualified domain name, confirm the phoneis able to
resolve the entry to an | P address.

L SC: Connection Failed

The LSC failsto install. The phoned€™'s Status Messages show L SC: Connection Failed. This can indicate
one of these conditions:
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* A mismatch between the CAPF certificate in ITL file and the current certificate, the CAPF serviceis
inuse.

» The CAPF service is stopped or deactivated.

» The phone cannot reach the CAPF service over the network.

Verify the CAPF service is activated, restart the CAPF service, restart TFTP services clusterwide, reset the
phone to pick up the latest ITL file, and then retry your certificate operation. If the problem persists, take a
packet capture from the phone and the CUCM Publisher, and analyze in order to seeif thereis bidirectional
communication on port 3804, the default CAPF service port. If not, there can be a network issue.

L SC: Failed

The LSC failsto install. The phone&€™'s Status M essages show L SC: Failed. The Phone Configuration
web page shows Certificate Operation Status. Upgrade Failed: User Initiated Request L ate/Timedout.
Thisindicates that the Operation Completes By time and date have expired or are in the past. Enter a date
and timethat is at least one hour in to the future, and then retry your certificate operation.

L SC: Operation Pending

The LSC failsto install. The phone's Status Messages show L SC: Connection Failed. The phone
Configuration page shows Certificate Operation Status: Operation Pending. There are different reasons
that one can see the Certificate Operation Status: Operation Pending status. Some of them can include:

* ITL on the phoneis different than the one currently used on the confugred TFTP servers.

* Issueswith corrupt ITL's. When this happens, devices lose their trusted status and the command utils
itl reset localkey needsto be run from the CUCM Publisher to force the phones to now use the
ITLRecovery certificate. If the cluster isin mixed-mode, you need to use the command utils ctl reset
localkey. Next, you see an example of what you can see when you attempt to view a corrupt ITL from
the CLI of CUCM. If thereis an error when you try to view the ITL and attempt to run the utilsitl
reset localkey command, but you see the second error, this can be a defect Cisco bug
ID CSCus33755. Confirm if the version of the CUCM s affected.

admin:show itl

Length of ITL file: 0

ITL File not found. To generate an ITL file, activate or restart the Cisco TFTP service as th:
servers.

Error parsing the ITL File.

admin:utils itl reset localkey
Enter CCM Administrator password :

Locating active Tftp servers in the cluster.....

Unable to determine the active and running TFTP nodes in the cluster
Ensure that the DB replication is working on all nodes and the correct Password has been er
Then retry the command

Executed command unsuccessfully
chmod: changing permissions of ~/var/log/active/cm/trace/dbl/sdi/replication_scripts_output

» Phonesfail to authenticate the new LSC dueto TVSfailure.

* Phone use the MIC certificate but the Certificate Authority Proxy Function (CAPF) Information
section on the phones configuration page has the Authentication Mode set to by Existing Certificate
(Precedenceto LSC).


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus33755

» Phoneisnot able to resolve the FQDN of CUCM.

For the last scenario, alab environment is setup to simulate what you would seein thelogsif a phone was
not able to resolve the FQDN of CUCM. Currently, the lab is setup with these servers:

* CUCM Publisher and Subscriber running version 11.5.1.15038-2
* Windows 2016 Server setup as my DNS server

For thetest, thereisnot a DNS entry for the PUB11 CUCM server configured.

2 DNS Manager

File Action View Help

e 2@z Bm Ea

g '-{NS' Narme Type

v 5 WINZKIE j_lcp

w | Forwand Lookup Zones j udp
';".H!'::T:nwz'lﬂb j-[}l:-rn-:lnﬂnsi'unﬁ
riafma2.la
| P&erseLenkup Lones chrﬁtDnsche—s
Trust Peints _lfsame as parent folder) Start of Authority (S04)
| Conditional Forwarders [ ](same a5 parent folder) Name Server (NS)
[—l[nme a5 parent foldar) Hest (A)
l_lls.:rne a% parent folder) Host (A)
[ Jisame as parent folder) Hest (A)
1cerl 152 Hest (&)

Fteuerin Hast (A)
[ 11subn Hest (4)
[ Jcerizs Hest (4)
_ll:ucm125 Hest (A)
[ Jimp12s Heost (&)
l_lmfmmu astl2 Hest (A)
[ lpeaz Host (4)
[ lpubizo Host (&)
[ winzki6 Host ()

Attempted to push an L SC to one of the phones (8845) in the lab. See that it still shows
Certificate Operation Status: Operation Pending.

~ Certification Authority Proxy Function (CAPF) Information

Certificate Cperation® [Install/Upgrade v
Authentication Mode® [ By Null String -
Authentication String

Ganarabe Snng
Kay Order® :Rs.ﬁ. Only %
RSA Kay Sire (Bits)® [ 2048 o

EC Key Size (Bits)
Operaton Completes By 021 hE) 13 12 (¥ Y MM D HH)
Certificate Operation Status: Operation Pending  —l—
Mobe: Security Profile Contains Addition CAPF Settings.

In the phone console logs, see the phone attempts to query itslocal cache (127.0.0.1), prior to forward the
guery to the configured DNS server address.

@475 INF Mar 12 15:07:53.686410 dnsmasq[12864]: query[A] PUB1l1l.brianw2.lab from 127.0.0.1
@476 INF Mar 12 15:07:53.686450 dnsmasq[12864]: forwarded PUBll.brianw2.lab to X.X.X.X
@477 INF Mar 12 15:07:53.694909 dnsmasq[12864]: forwarded PUBll.brianw2.lab to X.X.X.X
0478 INF Mar 12 15:07:53.695263 dnsmasq[12864]: reply PUBll.brianw2.lab is NXDOMAIN-IPv4
@479 INF Mar 12 15:07:53.695833 dnsmasq[12864]: query[A] PUB1l1l.brianw2.lab from 127.0.0.1
@480 INF Mar 12 15:07:53.695865 dnsmasq[12864]: cached PUB11l.brianw2.lab is NXDOMAIN-IPv4



@481 WRN Mar 12 15:07:53.697091 (12905:13036) JAVA-configmgr MQThread|NetUtil.traceIPv4DNSErrors:? - DN
++ However, we see that the phone is not able to resolve the FQDN of the CUCM Publisher. This is because
@482 ERR Mar 12 15:07:53.697267 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Failed to
++ Afterwards, we see the CAPF operation fail. This is expected because we do not have a DNS mapping fo:

@632 NOT Mar 12 15:07:55.760715 (12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty:? - Ce
@633 NOT Mar 12 15:07:55.761649 (322:17812) SECUREAPP-RCAPF_START_MODE: Start CAPF - mode:[1]([NULL_STR]
@634 NOT Mar 12 15:07:55.761749 (322:17812) SECUREAPP-CAPF_CLNT_INIT:CAPF clnt initialized

@635 NOT Mar 12 15:07:55.761808 (322:17812) SECUREAPP-CAPFClnt: SetDelayTimer - set with value <0>

0636 ERR Mar 12 15:07:55.761903 (322:17812) SECUREAPP-Sec create BIO - invalid parameter.

@637 ERR Mar 12 15:07:55.761984 (322:17812) SECUREAPP-SEC_CAPF_BIO_F: CAPF create bio failed

2638 ERR Mar 12 15:07:55.762040 (322:17812) SECUREAPP-SEC_CAPF_OP_F: CAPF operation failed, ret -7

@639 CRT Mar 12 15:07:55.863826 (12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty$l:? -

)
)
)
)

++ What we would expect to see is something similar to the following where DNS replies with the IP addre

4288 INF Mar 12 16:34:06.162666 dnsmasq[12864]: query[A] PUB1l1l.brianw2.lab from 127.0.0.1

4289 INF Mar 12 16:34:06.162826 dnsmasq[12864]: forwarded PUBll.brianw2.lab to X.X.X.X

4290 INF Mar 12 16:34:06.164908 dnsmasq[12864]: reply PUBll.brianw2.lab is X.X.X.X

4291 NOT Mar 12 16:34:06.165024 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Resolve T\

See in the phone status messages below, that the phone is not able to resolve PUB11.brianw?2.lab.
Afterwards see the L SC: Connection failed message.

Status messages

Cisco IP Phone CP-8845 ( SEP682CTBSC2342)

[14:05:42 03/15/21] DNS unknown IPv4 host PUB1L.brianw2.lab
[14:05:44 03/15/21] VPN not configured
[14:05:44 03/15/21] DNS unknown IPv4 host PUB11l.brianw2.lab
[11:13:25 03/16/21] SEP6S2CTBSC2342 .cnf.xmlsgn(HTTP)
[11:13:25 03/16/21] DNS unknown IPv4 host PUB11.brianw2.lab
[11:13:27 03/16/21] VPN not configured

I [11:13:27 03/16/21] DNS unknown IPv4 host PUELL brianw2.lab I

{ [11:13:27 03/16/21] LSC: Connection failed |

[11:13:50 03/16/21] LSC: Connection failed
[11:14:10 03/16/21] LSC: Connection failed

Defects to Consider:
Cisco bug ID CSCub62243 - LSC install failsintermittently and thereafter it freezes the CAPF Srvr
Enhancement Defect to Consider:

Cisco bug ID CSCuz18034 - Need reporting for LSC installed endpoints along with expiry status

Related I nfor mation


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub62243
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz18034

These documents provide more information on the use of LSCs in the context for AnyConnect VPN client
authentication and 802.1X authentication.

* AnyConnect VPN Phone - |P Phones, ASA, and CUCM Troubleshooting

* ldentity-Based Networking Services. |P Telephony In |EEE 802.1X-Enabled Networks Deployment
and Configuration Guide

Thereis also an advanced type of LSC configuration, in which the LSC certificates are signed directly by a
third party Certificate Authority, not the CAPF certificate.

For details, refer: CUCM Third-Party CA-Signed L SCs Generation and Import Configuration Example

» Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://www.cisco.com/site/us/en/products/security/identity-services-engine/index.html
https://www.cisco.com/site/us/en/products/security/identity-services-engine/index.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/118779-configure-cucm-00.html
https://www.cisco.com/c/en/us/support/index.html

